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Shell

# keep the key out of your code: read it from the environment / a secret manager

export SA4S_API_KEY="sk _test eeecceccecccccsccscccccsssccccccccccccccss
export SA4S_BASE_URL="https://erp.sads.com/api/v1"

il Jof ik .2

curl

curl "https://erp.sads.com/api/vl/products?pageSize=2" \
-H "Authorization: Bearer $SA4S_API_KEY"

JavaScript

// Node.js 18+ (built-in fetch)

const res = await fetch( ${process.env.SA4S_BASE_URL}/products?pageSize=2", {
headers: { Authorization: “Bearer ${process.env.SA4S_API_KEY}  },

1

console.log(res.status, res.headers.get('X-RateLimit-Remaining'));

console.log(await res.json());

Python
import os, requests

res = requests.get(
f"{os.environ[ 'SA4S_BASE_URL']}/products”,
params={"pageSize": 2},
headers={"Authorization": f"Bearer {os.environ['SA4S_API_KEY']}"},
timeout=30,
)
print(res.status_code, res.headers.get("X-RateLimit-Remaining"))
print(res.json())

PHP

<?php
$ch = curl_init(getenv('SA4S_BASE_URL') . '/products?pageSize=2");
curl_setopt_array($ch, [

CURLOPT_RETURNTRANSFER => true,
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CURLOPT_HTTPHEADER => ['Authorization: Bearer ' . getenv('SA4S_API_KEY')],
1;

$page = json_decode(curl_exec($ch), true);
echo curl_getinfo($ch, CURLINFO_RESPONSE_CODE), ' ', $page['total’'], " products\n";

C#
using System.Net.Http.Headers;

using var http = new HttpClient();
http.DefaultRequestHeaders.Authorization =
new AuthenticationHeaderValue("Bearer", Environment.GetEnvironmentVariable("SA4S_API_KEY"));
var res = await http.GetAsync($"{Environment.GetEnvironmentVariable("SA4S_BASE_URL")}/products?pageSize=2");
Console.WriteLine($"{(int)res.StatusCode} {await res.Content.ReadAsStringAsync()}");

200 OK (abridged)

{
"items": [
{
"id": "51f771bf-cfb5-4814-8e79-55b990be69c9",
"sku": "SKU-2026-000001",
"nameAr": "Jo 330 didea olw",
"nameEn": "Mineral water 330 ml",
"type": "PHYSICAL",
"sellingPrice": "1.15",
"vatCategory": "S",
"isActive": true,
"stock": { "onHand": "282", "reserved": "0", "available": "282" }
}
1,
"total": 3,
"page": 1,
"pageSize": 2
¥

il — ablio] iy Loy bnlly yid 403 of 461 Lol dagles LIS BUJlg cliilally plidall of 45 items go 200 dlexiod]

alasidl saley 16 Juas .3

s &9)59 JSON 1,859 «@ligall Jaoyi LR ol L (s ds) JSI) obisl 8paall sacluwall Ul Jdull lie wléog pasiws
GET wldh) héd sxx gl duidl clasi aicg « 429 e Ladls :olal dglall aunig « requestId g details ¢ code Jasy Eoill sa=a

(LSl gie plail) clientUuid Jass &l elasyl olilaslg
JavasScript

// sads.mjs — a tiny client for the SA4S Developer API (Node.js 18+, no dependencies)
const BASE = process.env.SA4S_BASE_URL ?? 'https://erp.sads.com/api/vl’;
const KEY = process.env.SA4S_API_KEY; // sk _Live_ .. or sk_test_..

export class Sa4dsError extends Error {
constructor(status, body) {
super (" ${body.code ?? status}: ${body.message ?? 'request failed'}’);
Object.assign(this, { status, code: body.code, details: body.details, requestId: body.requestId });

const sleep = (ms) => new Promise((resolve) => setTimeout(resolve, ms));
const backoff = (attempt) => Math.min(30_000, 500 * 2 ** attempt) * (0.5 + Math.random() / 2); // exponential + jitter
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/** sa4s('GET', '/products?’pageSize=50') - sads('POST', '/customers', { name: '.' }) */

export async function sa4s(method, path, body, { retries = 4 } = {}) {
// GETs and creates that carry a clientUuid are safe to repeat; anything else is retried only on 429 (rejected before
processing)

const idempotent = method === 'GET' || Boolean(body?.clientUuid);
for (let attempt = ©; ; attempt++) {
let res;
try {
res = await fetch(BASE + path, {
method,

headers: { Authorization: “Bearer ${KEY} , ...(body ? { 'Content-Type': ‘'application/json' } : {}) },
body: body ? JSON.stringify(body) : undefined,
signal: AbortSignal.timeout(30_000),

1

} catch (err) { // network error or timeout

if (l!idempotent || attempt >= retries) throw err;
await sleep(backoff(attempt));
continue;
¥
if (res.ok) {
if (res.status === 204) return null;
return res.headers.get('content-type')?.includes('json') ? res.json() : Buffer.from(await res.arrayBuffer());
}
if (attempt < retries && (res.status === 429 || (res.status >= 500 &% idempotent))) {

const after = Number(res.headers.get('Retry-After'));
await sleep(after > @ ? after * 1000 : backoff(attempt));
continue;

}

throw new Sa4sError(res.status, await res.json().catch(() => ({})));

Python

# sads.py — a tiny client for the SA4S Developer API (pip install requests)
import os, random, time
import requests

BASE = os.environ.get("SA4S_BASE_URL", "https://erp.sads.com/api/vl")
session = requests.Session()
session.headers["Authorization"] = f"Bearer {os.environ['SA4S_API_KEY']}"

class Sa4sError(Exception):
def _init_ (self, status, body):
super().__init_ (f"{body.get('code', status)}: {body.get('message', 'request failed')}")
self.status, self.code = status, body.get("code")
self.details, self.request_id = body.get("details"), body.get("requestId")

def backoff(attempt):
return min(30, 0.5 * 2 ** attempt) * random.uniform(®.5, 1) # exponential + jitter

def sads(method, path, json=None, params=None, retries=4):
"""sa4s("GET", "/products", params={"pageSize": 50}) - sa4s("POST", "/customers", {"name": ".."})"""
idempotent = method == "GET" or bool(json and json.get("clientUuid"))
for attempt in range(retries + 1):
try:
res = session.request(method, BASE + path, json=json, params=params, timeout=30)
except requests.RequestException:
if not idempotent or attempt == retries:
raise
time.sleep(backoff(attempt))
continue

https://erp.sads.com 8/78
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if res.ok:
if res.status_code == 204:
return None
return res.json() if "json" in res.headers.get("Content-Type",

) else res.content

if attempt < retries and (res.status_code == 429 or (res.status_code >= 500 and idempotent)):
time.sleep(float(res.headers.get("Retry-After") or backoff(attempt)))
continue

try:

body = res.json()
except ValueError:

body = {}
raise Sa4sError(res.status_code, body)

PHP

<?php
// sads.php — a tiny client for the SA4S Developer API (PHP 8.1+, ext-curl, no dependencies)

final class SadsError extends RuntimeException

{
public function __ construct(public readonly int $status, public readonly array $body)
{
parent::__construct(($body['code’'] ?? $status) . ' . ($body['message'] ?? 'request failed'));
}
}
function sa4s_backoff_ms(int $attempt): int
{
return (int) (min(30000, 500 * 2 ** $attempt) * (0.5 + mt_rand() / mt_getrandmax() / 2));
}

/** sads('GET', '/products?’pageSize=50') - sads('POST', '/customers', ['name' => '.']) */
function sa4s(string $method, string $path, ?array $body = null, int $retries = 4): mixed
{
$base = getenv('SA4S_BASE_URL') ?: 'https://erp.sads.com/api/vl’;
$idempotent = $method === 'GET' || !empty($body['clientUuid']);
for ($attempt = 0; ; $attempt++) {
$headers = [];
$ch = curl_init($base . $path);
$opts = [
CURLOPT_CUSTOMREQUEST => $method,
CURLOPT_RETURNTRANSFER => true,
CURLOPT_TIMEOUT => 30,
CURLOPT_HTTPHEADER => ['Authorization: Bearer ' . getenv('SA4S_API_KEY'), 'Content-Type:
application/json'],
CURLOPT_HEADERFUNCTION => function ($ch, string $line) use (&$headers): int {
if (str_contains($line, ':')) {
[$k, $v] = explode(':', $line, 2);
$headers[strtolower(trim($k))] = trim($v);
}
return strlen($line);
¥
1
if ($body !== null) {
$opts[CURLOPT_POSTFIELDS] = json_encode($body, JSON_UNESCAPED_UNICODE | JSON_THROW_ON_ERROR);
}
curl_setopt_array($ch, $opts);
$raw = curl_exec($ch);
$status = (int) curl_getinfo($ch, CURLINFO_RESPONSE_CODE);
if ($raw === false) { // network error or timeout
if (!$idempotent || $attempt >= $retries) {
throw new RuntimeException('SA4S request failed: ' . curl_error($ch));
}
usleep(sads_backoff_ms($attempt) * 1000);

continue;

https://erp.sads.com
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}
if ($status >= 200 && $status < 300) {
if ($status === 204) return null;
return str_contains($headers['content-type'] ?? "', 'json') ? json_decode($raw, true) : $raw;
}
if ($attempt < $retries &R ($status === 429 || ($status >= 500 && $idempotent))) {
$wait = isset($headers['retry-after']) ? (int) $headers['retry-after'] * 1000 : sads_backoff_ms($attempt);
usleep($wait * 1000);
continue;
}
throw new Sa4sError($status, json_decode($raw, true) ?? []);
}
¥
C#

// Sads.cs — a tiny client for the SA4S Developer API (.NET 8+, no dependencies)
using System.Net;

using System.Net.Http.Headers;

using System.Net.Http.Json;

using System.Text.Json;

public sealed class SadsException(int status, JsonElement body) : Exception(
$"{(body.TryGetProperty("code", out var c) ? c.GetString() : status.ToString())}: " +
$"{(body.TryGetProperty("message"”, out var m) ? m.GetString() : "request failed")}")

public int Status { get; } = status;
public JsonElement Body { get; } = body; // code, message, details, requestId

public static class Sa4s
{
public static readonly HttpClient Http = new()

{

BaseAddress = new Uri((Environment.GetEnvironmentVariable("SA4S_BASE_URL") ??
"https://erp.sads.com/api/v1").TrimEnd('/") + "/"),
Timeout = TimeSpan.FromSeconds(39),

}s

static Sa4s() => Http.DefaultRequestHeaders.Authorization =
new AuthenticationHeaderValue("Bearer", Environment.GetEnvironmentVariable("SA4S_API_KEY"));

static TimeSpan Backoff(int attempt) =>
TimeSpan.FromMilliseconds(Math.Min(30_000, 500 * Math.Pow(2, attempt)) * (0.5 + Random.Shared.NextDouble() /

2));
/// Sads.Send(HttpMethod.Get, "products?pageSize=50") - Sads.Send(HttpMethod.Post, "customers", new { name = "." })
public static async Task<JsonElement> Send(HttpMethod method, string path, object? body = null, int retries = 4)
{
bool idempotent = method == HttpMethod.Get
|| (body is not null &% JsonSerializer.SerializeToElement(body).TryGetProperty("clientUuid", out _));
for (int attempt = 0; ; attempt++)
{
using var req = new HttpRequestMessage(method, path.TrimStart('/'));
if (body is not null) req.Content = JsonContent.Create(body);
HttpResponseMessage res;
try { res = await Http.SendAsync(req); }
catch (Exception e) when ((e is HttpRequestException or TaskCanceledException) && idempotent && attempt <
retries)
{
await Task.Delay(Backoff(attempt));
continue;
¥
using (res)
{

https://erp.sads.com 10/78
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if (res.IsSuccessStatusCode)
return res.StatusCode == HttpStatusCode.NoContent ? default : await

res.Content.ReadFromJsonAsync<JsonElement>();

https://erp.sads.com

int status = (int)res.StatusCode;
if (attempt < retries & (status == 429 || (status >= 500 && idempotent)))
{
await Task.Delay(res.Headers.RetryAfter?.Delta ?? Backoff(attempt));
continue;

}

throw new SadsException(status, await res.Content.ReadFromJsonAsync<JsonElement>());

)
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)
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Host: erp.sa4s.com

Authorization: Bearer sk_live eecececcecccccccccccccccccccccccccccccccce

# or, equivalently

X-API-Key: sk_live_eeeeecccccccccccccccccccccscscscccccccne
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inventory.adjust
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Oliiall
Oliiall

cllaell
Ugdyeally
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wlely=3l
wlesgiuwall o Ol view, create, approve, cancel inventory.transfer Ugjsrall
Syl view, create, approve inventory.count Ugjsall
9ol wilegdang cllasll wlogdn view, create, edit, delete, export, payments adlall

refund, cancel

wlograall view, create, edit, delete, export, expenses adlal
approve, cancel

S lsll view, create, edit, delete, export, revenues adlal
cancel
aSidlg dndil bl view cash adlal
Ol dslall (ilensdlg ZUyR1) el jos Ll duall jjleul view, export accounting dwl=all

(092l lact dasall

@ilily dyto Lo 41485 JS glisug 48Ul e view, export reports et

sales.invoice:view g customers:create g customers:view g products:view J]osle (gpSI¥l =iall glisy
25 ¥g . inventory:view g sales.invoice:refund g sales.invoice:print g sales.invoice:create g

Je8 @JII cusis| 13] ¥ inventory.cost:view

Tl mléall azdat ¥ Ls

diuo o boylg byigallg Hladly dSnidl wlslacly 4lgoRly gastivall iolslall cilS lage dusapdl dy>lgll )l dojloRl Rloxall
39959 .2l bld 83> @llang «Jolidl csly woljledilly (3820l Jouog Webhooks Jlg aslaall 8)lslg «2laslg du pallg 8183
.(vat:view ) dSLaall dandll dy o 8] p 87 AGloall Aial ¥ LaS'. 403 API_KEY_NOT_ALLOWED J L suas
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wlsWaol

olxio J el
:(25 goly8¥lg 200 Ul 1 10) pageSize g (1 (o las) page Judig uusds UL 395 dalld JS
daslall ue

{ "items": [ .. ], "total": 128, "page": 2, "pageSize": 50 }

Qaxwi) 400 VALIDATION_ERROR 1 485 200 oo ST pagesize slg. page x pageSize < total als bo Ul d=oall bl

JavaScript

// walk every page (pageSize < 200); stop when a page comes back short
async function* allProducts(filters = {}) {
for (let page = 1; ; page++) {
const g = new URLSearchParams({ ...filters, page: String(page), pageSize: '200', sort: 'createdAt', order: 'asc'
1
const res = await sa4s('GET', " /products?${q} );
yield* res.items;
if (page * res.pageSize >= res.total) return;

¥

for await (const p of allProducts({ active: 'true' })) console.log(p.sku);

Python

def all_products(**filters):
page = 1
while True:
res = sa4s("GET", "/products", params={**filters, "page": page, "pageSize": 200, "sort": "createdAt", "order":
"asc"})
yield from res["items"]
if page * res["pageSize"] >= res["total"]:
return
page += 1

for p in all_products(active="true"):
print(p["sku"])

PHP

<?php
function all_products(array $filters = []): Generator
{
for ($page = 1; ; $page++) {
$res = sads('GET', '/products?' . http_build_query($filters + ['page' => $page, 'pageSize' => 200, 'sort' =>
'createdAt’, 'order' => 'asc']));
yield from $res['items'];
if ($page * $res['pageSize'] >= $res['total’']) return;

¥
foreach (all_products(['active' => 'true']) as $p) echo $p['sku'], "\n";
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C#

static async IAsyncEnumerable<JsonElement> AllProducts()

{
for (int page = 1; ; page++)
{
var res = await Sa4s.Send(HttpMethod.Get, $"products?page={page}&pageSize=200&sort=createdAt&order=asc");
foreach (var p in res.GetProperty("items").EnumerateArray()) yield return p;
if (page * res.GetProperty("pageSize").GetInt32() >= res.GetProperty("total").GetInt32()) yield break;
¥
¥

await foreach (var p in AllProducts()) Console.WritelLine(p.GetProperty("sku"));

e
dgei sort @asgjm;@MLsTg B33 baacl dadld JSU .(desc goli9]) desc gl asc L] order g wgasll pul sort il
(createdat WJI&) ool Cuitll J] cracy

il Abla)l saacl

updatedAt . createdAt . minStock ¢ sellingPrice ( nameEn  nameAr . sku GET /products

( inventory.cost:view &a cost g purchasePrice 9)

createdAt . creditLimit . balance ( code « name GET /customers

createdAt  creditLimit . balance ( code « nameEn . nameAr GET /suppliers

paymentStatus . status . total . number . issueDate . createdAt GET /sales/invoices

createdAt . total . status . dueDate . date . number GET /purchases/invoices

createdAt . amount . number . date GET /payments

d>llo ga avglCost g value g) warehouse . updatedAt . available . onHand . name . sku GET /inventory/balances
(dalsdl

Yol 228% 6,8 order=asc adsiwl — cdgll Cuvslalls  GET /inventory/movements

""- .1|9 s !”
0515 JS) dyaall Jool § 08l Al oy Jjr ion search

£365)b @Tg SKU caiall jayg Sjul=idly gyell pudl — wlexiiall - @
1S 0gdy9ally ()l Joranllg 3 lg jaylly (gurdll @d)llg Jlg=dlg Sjaleril @unXly @adl — cllasll
tQurdll da9) ol dlg= ol Juas)l pusly wlbsilallg @)l — wlauall yilgd ®
GET /sales/invoices? g GET /products?categoryld=.&active=true&type=SERVICE Jio) Lcui 48,85 Wlswins daild JSUg

2 d9g 2all pé plleiwil wiloleo 0ad) . false / true didhiall @0l .(customerId=.&status=ISSUED&paymentStatus=UNPAID
gt @ jlawe JS dlolsIl dasld)l .oy dbilo¥l clasYl 4a5 U8 o( property from should not exist (Jie) 406 VALIDATION_ERROR

A=lgll =10
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duiozll ddlaiall gu,loul

. "2026-10-06T17:01:02.2892" :UTC cudgizg ISO 8601 dapay whlxiwil § duiajll Rilghll

:Asia/Riyadh (UTC+3) cudgiy diaygds abi ( asof g dateTo g dateFrom g to g from) YYYY-MM-DD dsvay gu)lll wlssye
0oLl cudg Wals pgisT 31 agy Jasty to=2026-10-31

dioljal) 3480 l3dg — ( from=2026-10-06T714:00:00Z ) to / from @ilalfzh.m) T.v.glb LcuT GET /sales/invoices (& e
il

Hols iy Lol ssueate 1K) of (Sasg « YYYY-MM-DD dspall duebate Jio din il Jodsdl isb ulbll pan §

wlasly @lluall

Uine legi passi] — Ol 515 &y e slacl J] LJg=o ¥ .("2.5" o "115.00" ) caleodl § i yogai wlieSlg @il
8515 ool (9o dasdll wll=iwdl ayei .(JavaScript G uall oMl Jl sacg PHP § bemath g Pythong #C § decimal )

ol 8a>g) jhadl (§ dueSdl (g2l JUN) dSpidl dlasy @llall JS . cluntiy oyl Lbauid o( "47.5" o 108" 9 "270.25")
Aol 8059)L Lt duaSI b= baseQuantity o

d9laall dadll dy pd

i p 38 it JS) (02915 Bgpme pé total b &f) Il cllasill ey B yhall Juuys — ladls ol SALS Cosny

et Gxall asall
vatRate aiiall sasy @ b (%15) dSpid! duws dcolwll dril] ol S
07 (@losall Slholall Jie) joall duud) gols z

Ladic dic gatly 07 (el wlaasdl LAy Jie) Lose E

dic pads dg 0. dysall @l g)ls 0

false g (dugysIyl y=liallg ol,63U gudl & dliwall) dypall dlalis = true Loy &I Olasgll jlewl @eo pricesIncludevat sy
llarls s JS (e oo | gl 35 ol sy el @8d sy o il (il o Slisnall) &uéles o] =
&bl Jlaxl o Lasls degunall Jhwll Gilhaiid djball Jhwdl Egame 2 Aiwall

— ciliie ) Ljte (siiall mas Ga paudl das Ling) wlogasdl - sl jau x &Sl =l Jlaz] :( true ) dy pall dlolis
 vatAnount = ((dudl + 168) + drudl x ol Jlas)) i din dy pall gyiady . Jsasll asy o byall sog
lineTotal 80.00 = taxableAmount 69.57 + < 40.00 x 2 :Jlia. taxableAmount = .l Jle=| - vatAmount g
. 150.00 = 130.43 + 19.57 < 50.00 X 39 «vatAmount 10.43

vatAmount = cuy,di(taxableAmountg . taxableAmount = (wlegasdl - dasgll youw x dwSl)u,di (( false ) dupall dlols pe
. lineTotal = taxableAmount + vatAmount g .x 100 + duuil)

ol ¢y A8l dy gl diy s ) itamally ] Sgtma e Lants @liall 09 iyl ) syl dyig il 6,5 Joos
)6 of Jimall gliall ol aleg — gzpall L2 ool § total dasd (60516 § Ghsxl aclod ab manns Gl il

R

du=Mlall gligall @ia i documentdiscount g ( discountPercent g discount ) Jhwdl wlegas

oo 0y eliSayg « 403 DISCOUNT_NOT_ALLOWED 1 (58)5 Liigaug -(Laul dymill auiloal Lyin Kaug) sales.discount:manage
el a2y unitPrice Jlw) elld
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wllbll wldjes
eell go Joolgdl wie lo,S3lg clilown § L bais! . requestId § Loy tas e JSo o X-Request-Td  dungydl Jass dilsial JS
«hillsven oldb)l by X-Request-Td clinngy Jlul cliKasg

HTTP

HTTP/1.1 200 OK

Content-Type: application/json; charset=utf-8
X-RateLimit-Limit: 300

X-RateLimit-Remaining: 297

X-Request-Id: 7dfedbde-31f0-4721-af65-2553d47bc596
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olel dgl=all ssle]g )Ll 2is

@l eLall wlilac Juds i) .4 8,956 ] @ole POST 6ale] 3818 dolonianl] uidi Laiws SASS ] bl Juoy 38 : Jlasis oSt
sl 0)lizs UUID (8jo0 g9 — clientUuid o=l Jlgodl 2=

Jo=dl sbwal
clientUuid POST /sales/invoices
clientUuid POST /sales/invoices/{id}/credit-note
clientUuid POST /payments/receipts
clientUuid POST /payments/disbursements

4295 JSU clientUuid &gilall J=ls payments[]

"idempotentReplay”: &,g5lall dlovicl Caraig (lagrwss @8l WBjeall 201 ) LLo¥l Jowl auei deuds clientUuid o bl ssle]
ddac aclgd . glidgl=a cuinlyi of (G ¢y (g Lads o true

ligall Lay &> UUID V5 4 eléee ¢y diis of Juas¥ly . (..dllgsdl adlall) el g0 dlagslg Jo¥l dglall Jud Wimall ag .1
(ol dislye Jlin ail) dilsall clils 0188 o) G dands

Laf Jo¥l Joeadl dusy pasxina clientUuid e Cliskall pusld dolal douds sl dglsall aci .2

odbll glol — axx clas] dd) vic loasi¥g « 5xx g 429 g dlgall clyilg dSuidl elasi wic dgl=all aci .3

Win) Jo¥l dglxall e Jo Byt Al 1,81 L isle] Jud olide Jasi ¥ (clol¥l Glao¥l cllasl olsiiall) GUSI oldac disy .4
.(Ll_?a ojluicl eliSayg « 409 INVOICE_NOT_ISSUABLE 1 dg=u 8)iuad 655l jlawo]

JavaScript

// 1. create the key once, persist it next to the order (DB column, order meta..)
order.sa4sClientUuid ??= randomUUID();
await saveOrder(order);

// 2. any number of attempts with the SAME body + clientUuid — at most one invoice is ever created

const invoice = await sa4s('POST', '/sales/invoices', buildInvoice(order)); // the client helper retries
429/5xx/timeouts

if (invoice.idempotentReplay) console.log('already created earlier:', invoice.number);

Python

order.setdefault("sa4s_client_uuid", str(uuid.uuid4()))
save_order(order)
invoice = sa4s("POST", "/sales/invoices", build_invoice(order))
if invoice.get("idempotentReplay"):

print("already created earlier:", invoice["number"])

PHP

<?php
function uuid4(): string
{
$b = random_bytes(16);
$b[6] chr(ord($b[6]) & oxef | ex4@); // version 4
$b[8] = chr(ord($b[8]) & @x3f | @x8@); // RFC 4122 variant
return vsprintf('%s%s-%s-%s-%s-%s%s%s"', str_split(bin2hex($b), 4));
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$order['sa4s_client_uuid'] ??= uuid4();

save_order($order);

$invoice = sad4s('POST', '/sales/invoices', build_invoice($order));

if (lempty($invoice['idempotentReplay'])) echo "already created earlier: {$invoice['number']}\n";

C#

order.Sa4sClientUuid ??= Guid.NewGuid();

await SaveOrder(order);

var invoice = await Sads.Send(HttpMethod.Post, "sales/invoices", BuildInvoice(order));

if (invoice.TryGetProperty("idempotentReplay", out var replay) && replay.GetBoolean())
Console.WriteLine($"already created earlier: {invoice.GetProperty("number")}");

201 Created — replay of the same clientUuid (abridged)

{
"id": "442ea37d-b9ac-4535-b726-b3ad69832afe",
"number": "INV-2026-000007",
"status": "ISSUED",
"total": "46.9",
"clientUuid": "@9c3d295-3127-400b-ab9c-819ab51b011c”,
"idempotentReplay": true

¥
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wlbddall sgu=>

48,85 L Saw ddljie 8380 Lle (wlig (5000 ] 10 (o plive JSI dhavsd (Sayg didall ,3 «db 300 T.ua|)«9|) wolHl oa= glics JS
relodgay 2 dleinl JSg

S=all Aoyl

gligall 13 d8,80)1 § Lp zgasuall wlidlll sac X-RateLimit-Limit
dyl=dl 3381 § dydiall Wbl X-RateLimit-Remaining

Wl dglxall 48 lgill sac 1180 429 2o Retry-After

JS ole IP glgic JSJ dilas o La;l Glhg . (Lol diel Gisleld bl aJl.oj rqJ) 429 RATE_LIMITED Jd =gl sgeiasdl jol=d dic

3yusJl Al all &)99 (e 30 Gan Aoy B 4 2 WS 1B 0.5) diflgduc 2o LL:..ul &>|J<9 Alg « Retry-After 4 adl :dovgll .wldhll
2Siall gillaie¥l Lle Webhooks JI J.bdg Sl

HTTP

HTTP/1.1 429 Too Many Requests
X-RateLimit-Limit: 10

X-RateLimit-Remaining: ©

Retry-After: 60

Content-Type: application/json; charset=utf-8

{"statusCode":429, "code" : "RATE_LIMITED", "message":"Rate limit of 10 requests per minute exceeded","details":
{"limit":10,"retryAfterSeconds":60}, "requestId":"71b8d797-785b-416a-b56c-9bf23f98011c"}

JavaScript

// spread a bulk job under the key's Limit instead of hitting 429 (e.g. 306/min -» one call every 200 ms)
const LIMIT_PER_MINUTE = 300;
const gap = 60_000 / LIMIT_PER_MINUTE;
for (const sku of skus) {
const started = Date.now();
await syncOne(sku);
await new Promise((r) => setTimeout(r, Math.max(@, gap - (Date.now() - started))));

Python
import time

LIMIT_PER_MINUTE = 300
gap = 60 / LIMIT_PER_MINUTE
for sku in skus:
started = time.monotonic()
sync_one(sku)
time.sleep(max(@, gap - (time.monotonic() - started)))

PHP

<?php
$gapUs = (int) (60_000_000 / 300);
foreach ($skus as $sku) {

$t = hrtime(true);
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3

sync_one($sku);
usleep(max(@, $gapUs - (int) ((hrtime(true) - $t) / 1000)));

C#

var gap = TimeSpan.FromMinutes(1) / 300;
foreach (var sku in skus)

{

var started = DateTime.UtcNow;

await SyncOne(sku);

var wait = gap - (DateTime.UtcNow - started);

if (wait > TimeSpan.Zero) await Task.Delay(wait);
¥
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clas3l

403 Forbidden

{
"statusCode": 403,
"code": "PERMISSION_DENIED",
"message": "You do not have permission to perform this action",
"details": { "missing": ["products:create"] },
"requestId": "f20f408d-cc@a-4dof-9f92-e1d989bfb96e"
}

400 Bad Request

{
"statusCode": 400,
"code": "VALIDATION_ERROR",
"message": "Validation failed",
"details": ["property total should not exist"],
"requestId”: "acalaa3b-cbc9-4d07-912a-121298863808"
}
JavaScript

import { sads, SadsError } from './sads.mjs’';
export async function pushInvoice(order, invoice) {
try {
return await sa4s('POST', '/sales/invoices', invoice);
} catch (e) {

LA 98 message Lo ¥ — (508 Wyslg cul) code Lle clshia ,3 saiiel Ladls deuss ezdly drwldll HTTP jga) clas81 ansuis
.80l J5luw) of a8l demllall Jio jo) SO dols wlily details Jasug e a8 Sl gausds

if (!(e instanceof Sa4sError)) throw e; // network problem after all retries
switch (e.code) {
case 'INSUFFICIENT_STOCK': return holdOrder(order, e.details); // business rule: fix data, do not retry
blindly
case 'VALIDATION_ERROR': return logBug(e.details); // your payload is wrong

case 'PERMISSION_DENIED': return alertAdmin( grant ${e.details.missing.join("',

)15

case 'API_KEY_REVOKED': case 'API_KEY_EXPIRED': return stopSync('key no longer valid');

default: throw new Error(” ${e.message} (requestId ${e.requestId})’);

Python

from sa4s import sads, SadsError

try:
sads("POST", "/sales/invoices", invoice)
except Sa4sError as e:
if e.code == "INSUFFICIENT_STOCK":
hold_order(order, e.details)
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elif e.code == "PERMISSION_DENIED":

alert_admin("grant " + ", ".join(e.details["missing"]))
else:

raise RuntimeError(f"{e} (requestId {e.request_id})") from e

PHP

<?php
try {
sads('POST', '/sales/invoices', $invoice);
} catch (Sa4sError $e) {
match ($e->body['code’'] ?? null) {
"INSUFFICIENT_STOCK' => hold_order($order, $e->body['details']),

gmard] SAAS drly — cussball Js ()

'"PERMISSION_DENIED' => alert_admin('grant ' . implode(', ', $e->body['details']['missing'])),
default => throw new RuntimeException($e->getMessage() . ' (requestId ' . ($e->body['requestId'] ?? '?') . ")',
0, $e)
s
}
C#
try
{
await Sa4s.Send(HttpMethod.Post, "sales/invoices", invoice);
¥
catch (Sa4sException e) when (e.Body.GetProperty("code").GetString() == "INSUFFICIENT_STOCK")
{
await HoldOrder(order, e.Body.GetProperty("details"));
¥

nlk:ﬁ’SgIJS}dU

. 409 ol 404 o 400 2o JlacHl Ghis j9o) JUg .API glide pasiy Jsac WlELy 98 &l jga)l!

J=&i 13l S=all dl=ll
Syl (Aol ¥g) lice Juuy o) 401
97 Authorization: Bearer sk_..
X-API-Key
WalS zligall Gus cpo ST ¥ ol Wgymo y of dibls dovay plide 401
aissb aity Gilai
fasae Blido ral o2le zligall 401
| Zlidall paziwl a2y @adll glidall diag) dil il Gu)b jol=i 401
(pgad! o delw 24
Wl gl p3lsdl lgic 2ol degaunall dadldll § G Juaiall Ulgic 401
sl G, of) dumaydl dy =gl e ¥ LI 403
(ydl Jin gl
Glasdl clle ga Joloi WYg9g0 dSpidl Ul 403
hdd ddigall wljluwall pasiwl iguyﬂ|&w?b“(gnij?ijdJLudl 403
dlall caslg zlall Jic (details.missing ) dadl di=lo 403
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UNAUTHORIZED

API_KEY_INVALID

API_KEY_REVOKED

API_KEY_EXPIRED

API_KEY_IP_DENIED

FEATURE_NOT_AVAILABLE

COMPANY_SUSPENDED
API_KEY_NOT_ALLOWED

PERMISSION_DENIED
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J=ss 13Lo Gaall Fi[] 0l
Bl pasil of bnd8 @logans toiul ULl Jpass Jols dyyso glica 403 SANDBOX_READ_ONLY
A=y unitPrice Juwl of deslall giel oy ¥ plidey @as Joé= QLWJT 403 DISCOUNT_NOT_ALLOWED
all sales.discount:manage
¥l o3 delydllg &)ghamn HUSII — ¥l Ll 402 SUBSCRIPTION_EXPIRED
Sial
Wl syl sl gl 8L Gy yledll sae Jio) d8LI & duos wadideul 402 PLAN_LIMIT_REACHED

details.key ¢Syl
( details.limit g

4l Retry-After bl laz 8,48 @l 429 RATE_LIMITED
bl glo Jodslg @llo pue alleiwdl of sl 400 VALIDATION_ERROR
Spuwy details ) dbdg9ye d9gyeall ne
(Jlyll
s (8320 Juw)f o Wi Jin) @lo jue jlas Joloo 400 BAD_REQUEST
(UUID
Gynall (1o Gé eliSi § Gyeall i Jomw azgy ¥ 404 NOT_FOUND
el @3 ol (51 daud passicl (Bionn 839790 504,9 dard 409 DUPLICATE
Sg=>gall ( details.fields )
aSyil of dlglall @5 8eldll acl gyl Wbl basipe [ LY (§ Jseand! i 409 IN_USE / CONFLICT
U3 o 30y Joad! el 03> 0,54) 35T U i daydll 409 . BARCODE_TAKEN . SKU_TAKEN
( details VAT_NUMBER_TAKEN . CODE_TAKEN
Ggyea pé Ixiis opicl Sl GET /products/lookup iy ) 404 BARCODE_NOT_FOUND
Josdl Bis| of dusllall sl U3 purchasePrice Ju 403 COST_PERMISSION_REQUIRED

inventory.cost:view

ol alal 7€ ol 39790 pé @ile U] yudu ol 4007409 . PRODUCT_NOT_FOUND
d o 809 of b UNIT_NOT_FOUND . PRODUCT_INACTIVE
customerTd Juof  Undig llo tas gliss dupall 5yg5lall 4007409 . CUSTOMER_REQUIRED

. CUSTOMER_NOT_FOUND
CUSTOMER_INACTIVE

duaSJl 18 of Ogjseall 53 SIS pé Ggjsall 409 INSUFFICIENT_STOCK
details.available )

( details.requested g

Al &9)l of dsdull JA= Juasll plail o> joliy gudl 409 CREDIT_LIMIT_EXCEEDED
die 9ol of status: "ISSUED" (fuu) 8390 &0 wieds cilu)l 400 PAYMENT_REQUIRES_ISSUED
ooyl
total gadlasugdsl  lass) ol 8)5ilall Jlam] o xST wlsdull 409 OVERPAYMENT
Zoidall
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J=ss 13Lo Gaall Fi[] 0l
(50 1€ Jlao)) 8jin el lmm 8lals of 3)3u04 8)gilall 409 INVOICE_NOT_ISSUABLE
dio 30, Wls Tlest] ool wlles] of wleds se>g) Egias clolyl 409 . INVOICE_HAS_PAYMENTS

INVOICE_HAS_NOTES

Gisls Lly.&b.mi Brs digJ J| el 8,931 409 ZATCA_REPORTED_USE_CREDIT_NOTE
&joll &lw 2o dedul @l ¢pe ;ST wljoill Egama 400 ALLOCATION_EXCEEDS_PAYMENT
d=giaall dwds Byl yilgd Lle g (6, Lo of 8,508 ¢ 8,96 Lle &j¥ 409 « INVOICE_NOT_PAYABLE
e INVOICE_PARTY_MISMATCH
»>1 accountId jsl| 7€ &8l (Sl gadidl Clasdl apo, 409 INSUFFICIENT_FUNDS
S
dgzgall aiteall 1,31 @)/ [ET dlzya b yiall 8)9ilo 409 « INVOICE_NOT_DRAFT
pdsxians 3)gall DUPLICATE_SUPPLIER_INVOICE
GET /reports GDT.Q.UU' Pl Bgyea pé )65 @l 404 REPORT_NOT_FOUND

(chu»?lojug details.available )

o &by Ly gl dglall acl Lo gdgie pé Jloc 500 INTERNAL_ERROR
requestId

409 Conflict

"statusCode": 409,

"code": "INSUFFICIENT_STOCK",

"message”: "Insufficient stock for Sukkari dates 1 kg",

"details": { "productId": "f24f96el-7e8a-4ba6-8fc3-c1f235a16f41", "warehouseId": "6f46787b-84c8-453c-a722-
7ed26ae45313", "available": "45", "requested": "100000" },

"requestId": "d36@lec7-6c3c-4c8d-ade8-50d7bdcfafe6"
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3

@il 5 o 9o dufudisdl elilily Gle ojlisly JolSil els ( sk_test_..) dyoxidll puolan i

¢(uyl8lg PDF wlala Lub lay) pauailg deldallg é:hd)l wlislbo oo GET b JS Jasy

Ogjall Gligadg dyilemizag loilgdg Lallivlg Lsalglg elpidl wililog wolapall yilgd iipo ildgans clivy i POST 4 @awd ©
£ post: true (g9dg« "DRAFT" dllu| gl status Jlu| pac R0 — o039 didigssg

403 4 392 — Bi=llg Jaeilly wlslfly woledully (Jumrilg olaoRlg wolxiiall of ellasll clis] — U3 lac Lo JSg
‘SANDBOX_READ_ONLY

.exportg printg createg view lac wlisilall JS d =il ilds (ya Lolals Biod

Lyt i3l Lilad ol gl JalSill Jasy g dia L i (iSaug alaill § y 5 dsle l3gune &z plidas slaiall wlsgusall
Sl gligall Jasieelg

403 Forbidden — a sandbox key tried to issue an invoice

"statusCode": 403,

"code": "SANDBOX_READ_ONLY",

"message": "Sandbox keys can only read data and create DRAFT documents”,

"details": {

"allowed": ["/sales/invoices", "/purchases/requests", "/purchases/orders", "/purchases/receipts”,

"/purchases/invoices", "/purchases/returns", "/inventory/adjustments", "/inventory/transfers", "/inventory/counts"]

s

"requestId": "22bb9db1-0f29-48d7-bad4-fbl8a5330f7a"

}
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dbghll llxtawtl) dg=loll (1o dybube dylenicnl @ ((plasxiadl s5ley 116 Jrac yail) clia § Jaasllg curly cllall daog JS oys
(cUiS slef dbgyeall pé Jgbsdlg b paise

L8 oy wlaiiall (o)

¢ brandId g (dac,oll wlovaill Jasiu) categoryld g. search :clsdyall. products:view deWall — GET /products
E3giwn § stock ald)l nas)) warehouseld g . lowStock g .( BUNDLE g COMPOSITE g SERVICE g PHYSICAL ) type g« active g

.(J:49

curl
curl "https://erp.sads.com/api/vl/products?page=1&pageSize=20&search=water&sort=nameEn&order=asc&active=true” \

-H "Authorization: Bearer $SA4S_API_KEY"
JavaScript
import { sa4s } from './sads.mjs’;
const q = new URLSearchParams({ page: '1', pageSize: '20', search: 'water', sort: 'nameEn', order: 'asc', active:
"true' });
const { items, total } = await sa4s('GET', ~/products?${q} );
console.log( ${items.length} of ${total} , items.map((p) => ~${p.sku} ${p.nameEn} ${p.sellingPrice} ));
Python
from sa4s import sads
page = sads("GET", "/products", params={"page": 1, "pageSize": 20, "search": "water", "sort": "nameEn", "order": "asc",

"active": "true"})
for p in page["items"]:
print(p[“"sku"], p["nameEn"], p["sellingPrice"], p["stock"]["available"])

PHP

<?php
require 'sa4s.php';

$q = http_build_query(['page' => 1, 'pageSize' => 20, 'search' => 'water', 'sort' => 'nameEn', ‘order' => 'asc’',
‘active' => '"true'l);
$page = sads('GET', "/products?$q");
foreach ($page['items'] as $p) {
echo "{$p['sku']} {$p['nameEn']1} {$p['sellingPrice']}\n";

C#

var page = await Sa4s.Send(HttpMethod.Get, "products?
page=1&pageSize=20&search=water&sort=nameEn&order=asc&active=true");
foreach (var p in page.GetProperty("items").EnumerateArray())

Console.WriteLine($"{p.GetProperty("sku")} {p.GetProperty("nameEn")} {p.GetProperty("sellingPrice")}");
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200 OK (abridged)
{
"items": [
{

"id": "51f771bf-cfb5-4814-8e79-55b990be69c9",
"sku": "SKU-2026-000001",
"nameAr": "Jo 330 dides olw",
"nameEn": "Mineral water 330 ml",
"type": "PHYSICAL",
"categoryId": "c33a89cb-5d9d-4112-blcc-4dfebc304c7a”,
"baseUnitId": "@757efl1l6-15fa-4b58-996d-ebb3d8bb5fcb",
"sellingPrice": "1.15",
"purchasePrice": "0.6",
"cost": "0.6",
"vatCategory": "S",
"vatRate": null,
"minStock": "48",
"isActive": true,
"trackInventory": true,
"category": { "id": "c33a89cb-5d9d-4112-blcc-4dfebc304c7a", "nameAr": "wlbgpiw", "nameEn": "Beverages" },
"baseUnit": { "id": "@757ef16-15fa-4b58-996d-ebb3d8bb5fcb", "code": "PCS", "nameAr": "dehd", "nameEn": "Piece" },
"units": [
{ "unitId": "@757ef16-15fa-4b58-996d-ebb3d8bb5fcb", "factor": "1", "isDefaultSale": true, "sellingPrice": null,
"unit": { "code": "PCS" } },
{ "unitId": "b82dbc97-8f7b-43c0-8b73-8bdaedlebdb4", "factor": "24", "isDefaultPurchase": true, "sellingPrice":
"25", "unit": { "code": "BOX" } }
1
"barcodes": [
{ "code": "6281000616970", "symbology": "EAN13", "unitId": null, "isPrimary": true },
{ "code": "6281010616977", "symbology": "EAN13", "unitId": "b82dbc97-8f7b-43c0-8b73-8bdaedlebdb4", "isPrimary":
false }
1,
"stock": { "onHand": "282", "reserved": "@", "available": "282" },
"createdAt": "2026-10-06T17:01:01.711Z",
"updatedAt": "2026-10-06T17:01:01.711Z"

}
1,
"total": 1,
"page": 1,

"pageSize": 20

wlogs)bg wla=g Fiio elol

Jusgll al¥l JésJI .( inventory.cost:view iéj purchasePrice glisug) products:create duWall— POST /products
oy @) 13] ( sKU-2026-000001 ) Lilal Caiall 1oy @93y «PCS duwluwdl 8amgll (1959 dudldl diayd nameEn izl 3] : namear

EAN-13) sg5)Wl £65 CatiS3g «(MalS g3l Ruu 0935l 395)L) 8asgs 365l by )Kaug « Factor L laleas dbo wlasg units couay
.4&4§QA(QR9COd91289UPCgEAN-Sg

curl

# the 1ids of PCS, BOX .. (every company starts with a standard set of units)
curl "https://erp.sads.com/api/vl/units?pageSize=50" -H "Authorization: Bearer $SA4S_API_KEY"

curl

curl -X POST "https://erp.sads.com/api/vl/products” \
-H "Authorization: Bearer $SA4S_API_KEY" \
-H "Content-Type: application/json" \
-d '{
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"nameAr": "Jo 330 dides olw",

"nameEn": "Mineral water 330 ml",

"categoryId": "c33a89cb-5d9d-4112-blcc-4dfebc304c7a”,
"baseUnitId": "©757efl6-15fa-4b58-996d-ebb3d8bb5fcb",
"sellingPrice": "1.15",

"purchasePrice": "0.60",

"vatCategory": "S",

"minStock": "48",

"units": [
{ "unitId": "b82dbc97-8f7b-43c0-8b73-8b4aedlebdb4d"”, "factor": "24", "sellingPrice": "25.00", "isDefaultPurchase":
true }
])

"barcodes": [
{ "code": "6281000616970", "isPrimary": true },
{ "code": "6281010616977", "unitId": "b82dbc97-8f7b-43c0-8b73-8bdaedlebdbd"” }

]
}

JavaScript

const units = await sa4s('GET', '/units?pageSize=50');
const pcs = units.items.find((u) => u.code === 'PCS");
const box = units.items.find((u) => u.code === 'BOX');

const product = await sa4s('POST', '/products', {

nameAr: ' Jo 330 dudes olka',

nameEn: 'Mineral water 330 ml',

baseUnitId: pcs.id,

sellingPrice: '1.15', // per base unit (piece)

purchasePrice: '0.60', // needs the inventory.cost:view scope

vatCategory: 'S’,

minStock: '48",

units: [{ unitId: box.id, factor: '24', sellingPrice: '25.00', isDefaultPurchase: true }], // 1 box = 24 pieces

barcodes: [{ code: '6281000616970', isPrimary: true }, { code: '6281010616977', unitId: box.id }],
}s

console.log(product.id, product.sku); // SKU is numbered automatically when omitted

Python
units = {u["code"]: u["id"] for u in sa4s("GET", "/units", params={"pageSize": 50})["items"]}

product = sa4s("POST", "/products", {
"nameAr”: " Jo 330 dis=e olw",
"nameEn": "Mineral water 330 ml",
"baseUnitId": units["PCS"],
"sellingPrice": "1.15",
"purchasePrice": "0.60",
"vatCategory": "S",
"minStock": "48",
"units": [{"unitId": units["BOX"], "factor": "24", "sellingPrice": "25.00", "isDefaultPurchase": True}],
"barcodes": [{"code": "6281000616970", "isPrimary": True}, {"code": "6281010616977", "unitId": units["BOX"]}],

9]
print(product["id"], product["sku"])

PHP

<?php
$units = array_column(sads('GET', '/units?pageSize=50')['items'], 'id', 'code');

$product = sads('POST', '/products', [
"nameAr' => ' Jo 330 dudes olwn',
'nameEn’ => 'Mineral water 330 ml',
'baseUnitId' => $units['PCS'],
'sellingPrice’ => '1.15',
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'purchasePrice' => '0.60',

'vatCategory' => 'S"',
'minStock' => '48',
‘units' => [['unitId' => $units['BOX'], 'factor' => '24', 'sellingPrice' => '25.00', 'isDefaultPurchase' => true]],

'barcodes' => [['code' => '6281000616970",

$units['BOX'1]1,

s

echo $product['id'], ' ', $product['sku'], "\n";

C#

var product = await Sads.Send(HttpMethod.Post, "products", new

{

nameAr
nameEn

= "Jeo 330 dides olw",
= "Mineral water 330 ml",

baseUnitId = pcsUnitId,
sellingPrice = "1.15",

purchasePrice = "0.60",

vatCategory = "S",
minStock = "48",
units = new[] { new { unitId = boxUnitId, factor = "24", sellingPrice = "25.00", isDefaultPurchase = true } },
barcodes = new object[] { new { code = "6281000616970", isPrimary = true }, new { code = "6281010616977", unitld =
boxUnitId } },

s

Console.WritelLine(product.GetProperty("sku"));

201 Created (abridged)

"id":

"sku":

"51f771bf-cfb5-4814-8e79-55b990be69c9",
"SKU-2026-000001",

"nameAr": "Jo 330 dides olw",
"nameEn": "Mineral water 330 ml",

"type":

"PHYSICAL",

"baseUnitId": "@757efl6-15fa-4b58-996d-ebb3d8bb5fcb",
"purchasePrice"”: "0.6",
"sellingPrice": "1.15",

"cost":

"o",

"vatCategory": "S",
"minStock": "48",
"isActive": true,

"trackInventory": true,

"units": [
{ "unitId": "@757ef16-15fa-4b58-996d-ebb3d8bb5fcb", "factor": "1", "isDefaultSale": true, "unit": { "code": "PCS",

"nameEn":

"Piece" } },

<)

ummopdl SAAS dyzlg — ygall o

'isPrimary' => true], ['code' => '6281010616977', 'unitId' =>

{ "unitId": "b82dbc97-8f7b-43c0-8b73-8bdaedlebdb4", "factor": "24", "isDefaultPurchase": true, "sellingPrice":
"25", "unit": { "code": "BOX", "nameEn": "Box" } }

])

"barcodes": [

{ "id": "5e5043c6-49el-4eac-b89f-8f147cb20f6f", "code": "6281000616970", "symbology": "EAN13", "unitId": null,
"isPrimary": true },
{ "id": "7f6457f4-1571-4fe4-aca7-3b8927691c48", "code": "6281010616977", "symbology": "EAN13", "unitId": "b82dbc97-
8f7b-43c0-8b73-8b4aedlebdb4”, "isPrimary": false }

])

"stock": { "onHand": "@", "reserved": "@", "available": "0" },

"stockByWarehouse": []

https://erp.sads.com
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409 Conflict

"statusCode": 409,

"code": "BARCODE_TAKEN",

"message": "This barcode is already assigned to another product",

"details": { "code": "6281000616970", "productId": "51f771bf-cfb5-4814-8e79-55b990be69c9", "sku": "SKU-2026-000001"
¥

"requestId": "Secd4f0@d-256e-4818-afef-23dd38d3bcld"

sl Joawiws da3a)8 barcodes ol units bl olg 1088 poiy lo Juo)l . products:edit dusllall — PATCH /products/{id}
. POST /products/{id}/barcodes pisiwl d=lg 5gS)L dSLoYg

curl

# change the price only — fields you leave out are not touched

curl -X PATCH "https://erp.sads.com/api/vl/products/51f771bf-cfb5-4814-8e79-55b990be69c9" \
-H "Authorization: Bearer $SA4S_API_KEY" -H "Content-Type: application/json" \
-d '{ "sellingPrice": "1.25" }'

# add one more barcode without resending the Llist
curl -X POST "https://erp.sads.com/api/vl/products/51f771bf-cfb5-4814-8e79-55b990be69c9/barcodes™ \

-H "Authorization: Bearer $SA4S_API_KEY" -H "Content-Type: application/json" \
-d '{ "code": "6281020618633" }'

JavaScript

await sa4s('PATCH', ~/products/${productId} , { sellingPrice: '1.25"' });
await sa4s('POST', " /products/${productId}/barcodes’, { code: '6281020618633"' });

Python

sads("PATCH", f"/products/{product_id}", {"sellingPrice": "1.25"})
sa4s("POST", f"/products/{product_id}/barcodes", {"code": "6281020618633"})

PHP
<?php

sads('PATCH', "/products/$productId”, ['sellingPrice' => '1.25']);
sa4s('POST', "/products/$productId/barcodes”, ['code' => '6281020618633']);

265l gike o il
3950) ol Leewn Gl 8a=9ll Jpsug wdiall jo; @ Yol 555yl @iy . products:view dyllall — GET /products/lookup?code=..
. warehouseId @ opas Sasg «ojallg (L loleag g3yl 8ag duss g3yl
curl
curl "https://erp.sads.com/api/vl/products/lookup?code=6281010616977&warehouseId=1ae3935b-6fae-4c7f-803a-bf405dbcoead"

\
-H "Authorization: Bearer $SA4S_API_KEY"
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JavaScript
try {

const hit = await sa4s('GET', ~/products/lookup?code=${encodeURIComponent(scanned)} );

console.log(hit.matchedBy, hit.product.nameEn, hit.unit?.code, hit.unit?.factor, hit.stock.available);
} catch (e) {

if (e.code === 'BARCODE_NOT_FOUND') console.log('unknown code'); else throw e;

Python
from sa4s import sa4s, Sa4sError

try:

hit = sa4s("GET", "/products/lookup", params={"code": scanned})

print(hit["matchedBy"], hit["product"]["nameEn"], hit["unit"]["code"], hit["stock"]["available"])
except Sa4sError as e:

if e.code != "BARCODE_NOT_FOUND":
raise
PHP
<?php
try {
$hit = sad4s('GET', '/products/lookup?code="' . urlencode($scanned));

echo $hit['matchedBy'], ' ', $hit['product']['nameEn'], ' ', $hit['unit']['code'], "\n";
} catch (Sa4sError $e) {
if (($e->body['code'] ?? '') l== "BARCODE_NOT_FOUND') throw $e;

200 OK (abridged)

"matchedBy": "barcode",

"product”: { "id": "51f771bf-cfb5-4814-8e79-55b990be69c9", "sku": "SKU-2026-000001", "nameEn": "Mineral water 330
ml", "sellingPrice": "1.15", "vatCategory": "S" },

"barcode": { "id": "7f6457f4-1571-4fed-aca7-3b8927691c48", "code": "6281010616977", "symbology": "EAN13", "unitId":
"b82dbc97-8f7b-43c0-8b73-8b4aedlebdb4”, "isPrimary": false },

"unit": { "unitId": "b82dbc97-8f7b-43c0-8b73-8bdaedlebdb4", "code": "BOX", "nameAr": "ddc", "nameEn": "Box",
"factor": "24", "sellingPrice": "25", "purchasePrice": "14.4" },

"stock": { "onHand": "282", "reserved": "@", "available": "282" }

404 Not Found

"statusCode": 404,

"code": "BARCODE_NOT_FOUND",

"message": "No product matches this code",
"details": { "code": "0©000000000000" },
"requestId”: "d7c8deca-f7ac-4f0f-9d28-effe98b2al21"
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GtA9 KW LoQJ 15) vatNumber d GVl Juasl . name su=gll Ll Jé=JI. customers:create du=llall — POST /customers
CUS-2026-) LuLQb code roB_)Jg g pall oyilgd § gl Ulgisll Job= y g l.uo'_)-@' (wliiall ¢yu) dw o ilgd d Jauai (3 @8, )L

curl

curl -X POST "https://erp.sads.com/api/vl/customers" \

-H "Authorization:

-d '{
"type": "COMPANY",
"name": "8)l=ill §o¥l dSn",
"nameEn": "Horizon Trading Co",
"vatNumber": "310123456700003",
"crNumber": "1010123456",
"phone”: "+966500000001",
"email”: "ap@horizon.example”,

"district":
"buildingNumber": "1234",
"creditLimit": "50000.00",
"paymentTermsDays": 30

)

"city": "Riyadh",

JavaScript

const customer = await sads('POST',

' COMPANY ',
")loill §OYI st
nameEn:

type:
name:
'Horizon Trading Co',
'310123456700003 ",
crNumber: '1010123456',
'+966500000001 ",
'ap@horizon.example",
'Riyadh"', district:
additionalNumber: '5678',
creditLimit: '50000.00',
paymentTermsDays: 30,

1)

vatNumber:

phone:
email:
city:

Bearer $SA4S_API_KEY" -H "Content-Type:

"Al Olaya",
"postalCode": "12211",

‘Al Olaya', street:

application/json" \

"street": "King Fahd Rd",

"additionalNumber": "5678",

'/customers', {

// INDIVIDUAL (default) | COMPANY | GOVERNMENT
// primary (Arabic) name — required

// 15 digits,
'King Fahd Rd',

buildingNumber: '1234°,

console.log(customer.code); // CUS-2626-000001

"Al Olaya", "street":
"postalCode": "12211",

"King Fahd Rd",
"additionalNumber": "5678",

Python

customer = sa4s("POST", "/customers", {
"type": "COMPANY",
"name": "8)l=ill §o¥l dSn",
"nameEn": "Horizon Trading Co",
"vatNumber": "310123456700003",
"phone": "+966500000001",
"email": "ap@horizon.example",
"city": "Riyadh", "district":
"buildingNumber": "1234",
"creditLimit": "50000.00",

"paymentTermsDays": 30,
}

print(customer["id"], customer["code"])

https://erp.sads.com
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PHP

<?php

$customer = sads('POST',
"type' => 'COMPANY',
"name’ => '&)l=ill §8Yl dSp',

'/customers', [

'nameEn' => 'Horizon Trading Co',
'vatNumber' => '310123456700003",

'phone’ => '+966500000001",

'email’ => 'ap@horizon.example',

'city' => 'Riyadh’,
'buildingNumber' => '1234°',

'creditLimit' => '50000.00',

'paymentTermsDays' => 30,

s

echo $customer['code’'], "\n";

C#

'district' => 'Al Olaya',

'street’' => 'King Fahd Rd',
'postalCode' => '12211', 'additionalNumber' => '5678',

var customer = await Sa4s.Send(HttpMethod.Post, "customers", new

{
"COMPANY",

sl S8 45"

type =
name =
nameEn

= "Horizon Trading Co",

vatNumber = "310123456700003",

phone = "+966500000001",

city = "Riyadh", district =

creditLimit = "50000.00",
paymentTermsDays = 30,

1)

"Al Olaya", street = "King Fahd Rd", buildingNumber =

Console.WritelLine(customer.GetProperty("code"));

201 Created

ign
"code": "CUS-2026-000001",
"type": "COMPANY",

"name": "§l=ill §o¥ dSp",

"fab57752-483f-4b1a-8d80-8c0401809ffe",

"nameEn": "Horizon Trading Co",

"vatNumber":
"crNumber": "1010123456",
"phone": "+966500000001",

"email": "ap@horizon.example",

"country": "SA",

"city": "Riyadh",
"district”: "Al Olaya",
"street": "King Fahd Rd",
"buildingNumber": "1234",
"postalCode": "12211",
"additionalNumber": "5678",
"creditLimit": "50000",
"paymentTermsDays": 30,
"openingBalance": "0",
"balance": "0",

"isWalkIn": false,
"isActive": true,

"notes": null,

"createdAt":

"310123456700003",

"2026-10-06T17:01:01.916Z2",

"updatedAt": "2026-10-06T17:01:01.9162",

https://erp.sads.com
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3

"deletedAt": null,
"availableCredit": "50000",
"overCreditLimit": false

409 Conflict

{
"statusCode": 409,
"code": "VAT_NUMBER_TAKEN",
"message": "Another record already uses this VAT number",
"details": { "vatNumber": "310123456700003" },
"requestId": "175ebe@7-cc59-447f-a30e-2106c84d503f"

¥

abass ol Jrae e casdl
Joé=Jl Juulg « customers:edit dullall) PATCH /customers/{id} g ( customers:view di=Wall) GET /customers?search=..
tdeg @ O Jsasll pqidio ,(_;UJ'aJ/,aQ_,J/g/(j/_ngb vl zliall § &l bhaig (i sysiall

curl

# search matches name, English name, phone, VAT number, code, e-mail and CR number
curl "https://erp.sads.com/api/vl/customers?search=%2B966551234567&pageSize=5" \
-H "Authorization: Bearer $SA4S_API_KEY"

JavaScript

// find a store customer by phone (or VAT number), create them when missing
async function upsertCustomer({ name, phone, email, vatNumber }) {
const key = vatNumber ?? phone;
const found = await sa4s('GET', " /customers?search=${encodeURIComponent(key)}&pageSize=5");

const match = found.items.find((c) => (vatNumber ? c.vatNumber === vatNumber : c.phone === phone));

if (match) return sa4s('PATCH', " /customers/${match.id} , { email }); // keep contact data fresh

return sa4s('POST', '/customers', { name, phone, email, vatNumber, type: vatNumber ? 'COMPANY' : 'INDIVIDUAL' });
¥
Python

def upsert_customer(name, phone, email=None, vat_number=None):
key = vat_number or phone
found = sa4s("GET", "/customers", params={"search": key, "pageSize": 5})["items"]

match = next((c for c in found if (c["vatNumber"] == vat_number if vat_number else c["phone"] == phone)), None)
if match:

return sa4s("PATCH", f"/customers/{match['id']}", {"email": email})
body = {"name": name, "phone": phone, "email": email, "type": "COMPANY" if vat_number else "INDIVIDUAL"}

if vat_number:
body["vatNumber"] = vat_number
return sa4s("POST", "/customers", body)

PHP

<?php
function upsert_customer(string $name, string $phone, ?string $email = null, ?string $vat = null): array
{
$found = sads('GET', '/customers?' . http_build_query(['search' => $vat ?? $phone, 'pageSize' => 5]))['items'];
foreach ($found as $c) {
if ($vat ? $c['vatNumber'] === $vat : $c['phone'] === $phone) {
return sa4s('PATCH', "/customers/{$c['id']}", ['email’ => $emaill);
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return sa4s('POST', '/customers', array_filter(['name' => $name, 'phone' => $phone, 'email' => $email, 'vatNumber'
=> $vat,
"type' => $vat ? 'COMPANY' : 'INDIVIDUAL']));

curl
curl -X PATCH "https://erp.sads.com/api/v1l/customers/b4382d00-46be-436d-af45-c3dcd8b0222c" \

-H "Authorization: Bearer $SA4S_API_KEY" -H "Content-Type: application/json" \
-d '{ "phone": "+966551234568", "city": "Jeddah" }'

JavaScript

await sa4s('PATCH', "~ /customers/${customerId} , { phone: '+966551234568', city: 'Jeddah' });

Python

sads("PATCH", f"/customers/{customer_id}", {"phone": "+966551234568", "city": "Jeddah"})

PHP

<?php
sads('PATCH', "/customers/$customerId”, ['phone' => '+966551234568', 'city' => 'Jeddah']);

Jragdl Olws ais
ol Re ds959 8)9il9 JSg «(>Lii0%l apoll 1 customers:view du=llall — GET /customers/{id}/statement?from=.&to=..
disgiaall sgidl lacly (aSTyil
curl
curl "https://erp.sads.com/api/vl/customers/fab57752-483f-4bla-8d80-8c0401809ffe/statement?from=2026-10-01&t0=2026-10-

31"\
-H "Authorization: Bearer $SA4S_API_KEY"

JavaScript

const st = await sad4s('GET', ~/customers/${customerId}/statement?from=2026-10-01&t0=2026-10-31");
console.log(st.openingBalance, st.closingBalance, st.outstanding.aging);

Python

st = sad4s("GET", f"/customers/{customer_id}/statement"”, params={"from": "2026-10-01", "to": "2026-10-31"})

PHP

<?php
$st = sads('GET', "/customers/$customerId/statement?from=2026-10-01&t0=2026-10-31");

200 OK (abridged)

"kind": "CUSTOMER",

"party": { "id": "fab57752-483f-4bla-8d80-8c0401809ffe", "code": "CUS-2026-000001", "name": "&l=ill §o¥l dSni",
"vatNumber": "310123456700003" },

"currency": "SAR",

"from": "2026-10-01",

"to": "2026-10-31",
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"openingBalance": "0.00",
"lines": [
{ "date": "2026-10-06T17:01:02.2897", "type": "INVOICE", "refType": "SALES_INVOICE", "number": "INV-2026-000002",
"debit": "270.25", "credit": "0.00", "balance": "270.25" },
{ "date": "2026-10-06T17:01:02.330Z", "type": "PAYMENT", "refType": "PAYMENT", "number": "RCV-2026-000002",
"description”: "BANK_TRANSFER - TRX-55120", "debit": "@.00", "credit": "100.00", "balance": "170.25" },
{ "date": "2026-10-06T17:01:02.393Z", "type": "INVOICE", "refType": "SALES_INVOICE", "number": "INV-2026-000003",
"debit": "230.00", "credit": "0.00", "balance": "400.25" }
1,
"totals": { "debit": "500.25", "credit": "300.25" },
"closingBalance™": "200.00",
"outstanding": {
"total": "200.00",
"aging": { “"current": "200.00", "d1_30": "0.00", "d31_60": "0.00", "d61_90": "0.00", "d9oplus": "0.00" },
"openItems": [ { "type": "INVOICE", "number": "INV-2026-000003", "dueDate": "2026-11-05T00:00:00.000Z",
"daysOverdue": @, "outstanding": "200.00" } ]
}
}
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aBladl degdang du rall dlolis (s1,93) dlacius 8,95l
curl

curl -X POST "https://erp.sads.com/api/vl/sales/invoices" \
-H "Authorization: Bearer $SA4S_API_KEY" -H "Content-Type: application/json" \
-d '{
"type": "SIMPLIFIED",
"status": "ISSUED",
"pricesIncludeVat": true,
"clientUuid": "©9c3d295-3127-400b-ab9c-819ab51bo11c",
"notes": "Store order #10045",
"lines": [
{ "productId": "51f771bf-cfb5-4814-8e79-55b990be69c9", "quantity": "6" },
{ "productId": "6fe@f6fa-ed4d-4c4b-8lca-c8095504658f", "quantity": "1", "unitPrice": "40.00" }
1,
"payments": [ { "method": "CARD", "amount": "46.90", "reference": "PSP-7781" } ]
}

JavaScript

import { randomUUID } from 'node:crypto’;

const invoice = await sa4s('POST', '/sales/invoices', {

type: 'SIMPLIFIED', // B2C — no customer needed

status: "ISSUED', // number, stock, ledger and the ZATCA queue happen now

pricesIncludeVat: true, // unit prices below already contain 15 % VAT

clientUuid: randomUUID(), // store it with your order BEFORE sending, reuse it on every retry

notes: 'Store order #10045',

lines: [
{ productId: WATER_ID, quantity: '6"' }, // price taken from the product (1.15)
{ productId: DATES_ID, quantity: '1', unitPrice: '40.00' }, // or sent explicitly

1,

payments: [{ method: 'CARD', amount: '46.90', reference: 'PSP-7781" }],

1

console.log(invoice.number, invoice.total, invoice.paymentStatus); // INV-2026-000007 46.9 PAID

Python
import uuid

invoice = sa4s("POST", "/sales/invoices", {
"type": "SIMPLIFIED",
"status": "ISSUED",
"pricesIncludeVat": True,
"clientUuid": str(uuid.uuid4()),
"notes": "Store order #10045",
"lines": [
{"productId": WATER_ID, "quantity": "6"},
{"productId": DATES_ID, "quantity": "1", "unitPrice": "40.00"},
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"payments": [{"method": "CARD", "amount": "46.90", "reference": "PSP-7781"}],
}

print(invoice["number"], invoice["total"], invoice["paymentStatus"])

PHP

<?php
$invoice = sa4s('POST', '/sales/invoices', [
"type' => 'SIMPLIFIED',
'status’' => "ISSUED',
'pricesIncludeVat’' => true,
'clientUuid' => $order['sads_client_uuid'], // generated once and saved with the order
'notes' => 'Store order #10045',
'lines' => [
['productId' => $waterId, 'quantity' => '6'],
['productId' => $datesId, 'quantity' => '1', 'unitPrice’' => '40.00'],

])

'payments' => [['method' => 'CARD', 'amount' => '46.90', 'reference' => 'PSP-7781']],
1;
echo $invoice[ 'number'], ' ', $invoice['total'], "\n";
C#

var invoice = await Sads.Send(HttpMethod.Post, "sales/invoices", new

{
type = "SIMPLIFIED",
status = "ISSUED",
pricesIncludeVat = true,
clientUuid = order.Sa4sClientUuid, // Guid saved with the order before the first attempt
notes = "Store order #10045",
lines = new object[]
{
new { productId = waterId, quantity = "6" },
new { productId = datesId, quantity = "1", unitPrice = "40.00" },
}J
payments = new[] { new { method = "CARD", amount = "46.90", reference = "PSP-7781" } },
1

Console.WriteLine($"{invoice.GetProperty("number")} {invoice.GetProperty("total")}");

201 Created (abridged)

"id": "442ea37d-b9ac-4535-b726-b3ad69832afe",
"number"”: "INV-2026-000007",

"type": "SIMPLIFIED",

"status": "ISSUED",

"paymentStatus": "PAID",

"customerId": null,

"branchId": "73afa37e-46d6-4c51-9a13-549d92cad970",
"warehouseId": "1ae3935b-6fae-4c7f-803a-bf405dbcoead"”,
"clientUuid": "@9c¢3d295-3127-400b-ab9c-819ab51b011c",
"uuid": "al4f90a9-de63-4d97-a093-6834846badd5",
"issueDate": "2026-10-06T17:17:09.161Z2",
"pricesIncludevat™”: true,

"currency”: "SAR",

"subtotal": "40.78",

"discountTotal": "@",

"taxableTotal": "40.78",

"vatTotal": "6.12",

"total": "46.9",

"paidAmount”: "46.9",

"zatcaStatus": "NOT_REQUIRED",

"items": [
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{ "lineNo": 1, "productId": "51f771bf-cfb5-4814-8e79-55b990be69c9", "sku": "SKU-2026-000001", "unitName": "d=hd",
"quantity": "6", "baseQuantity": "6", "unitPrice": "1.15", "vatCategory": "S", "vatRate": "15", "taxableAmount": "6",
"vatAmount": "@.9", "lineTotal": "6.9" },

{ "lineNo": 2, "productId": "6feof6fa-ed4d-4c4b-81lca-c8095504658f", "sku": "SKU-2026-000003", "unitName": "d=hd",
"quantity": "1", "baseQuantity": "1", "unitPrice": "40", "vatCategory": "S", "vatRate": "15", "taxableAmount": "34.78",
"vatAmount": "5.22", "lineTotal": "40" }

1,
"payments": [

{ "id": "36f6d10d-95f4-40b7-8fd5-28cae@4ccaa6"”, "number": "RCV-2026-000007", "direction": "IN", "method": "CARD",

"amount": "46.9", "reference": "PSP-7781", "accountId": "©835961d-0dca-4896-99b4-11fa96c82eda” }

])
"zatca": null,
"amountDue": "@"
¥
Lj= degdaeg du pall dlolis pé (wliviall Gu) duw pd 8)9il8
Jrasll Olws e 8y 2943 @) lag «( WALLET g CHEQUE g BANK_TRANSFER g CARD g CASH ) @b dae e 28ul auudi (Say
JT&u dld>lpo CREDIT juddg .( amountDue g« UNPAID of PARTIALLY_PAID daydy paymentStatus )
curl

curl -X POST "https://erp.sa4s.com/api/vl/sales/invoices" \
-H "Authorization: Bearer $SA4S_API_KEY" -H "Content-Type: application/json" \
-d '{
"type": "TAX",
"status": "ISSUED",
"customerId": "fab57752-483f-4bla-8d80-8c0401809ffe",
"pricesIncludeVat": false,
"dueDate": "2026-11-05",
"clientUuid": "fe66bdfc-781f-442d-96d0-3fa50ca52a0a",
"lines": [
{ "productId": "51f771bf-cfb5-4814-8e79-55b990be69c9", "unitId": "b82dbc97-8f7b-43c0-8b73-8bdaedlebdbs”,
"quantity": "10", "unitPrice": "22.00" },
{ "productId": "7c6db833-d278-4537-87ed-86ef13f3801f", "quantity": "1" }
1,
"payments": [ { "method": "BANK_TRANSFER", "amount": "100.00", "reference": "TRX-55120" } ]
}'

JavasScript

const invoice = await sa4s('POST', '/sales/invoices', {
type: 'TAX', // B2B: needs a customer (with a VAT number for ZATCA clearance)
status: '"ISSUED',
customerId: HORIZON_ID,
pricesIncludeVat: false, // prices are net; the server adds 15 % VAT
dueDate: '2026-11-05',
clientUuid: order.clientUuid,
lines: [
{ productId: WATER_ID, unitId: BOX_UNIT_ID, quantity: '1@', unitPrice: '22.00' }, // 10 boxes = 240 pieces out of
stock
{ productId: DELIVERY_SERVICE_ID, quantity: '1' }, // a SERVICE product (no stock)
1
payments: [{ method: 'BANK_TRANSFER', amount: '100.00', reference: 'TRX-55120' }], // the rest stays on the customer
account
})s

console.log(invoice.total, invoice.paidAmount, invoice.amountDue); // 270.25 100 176.25
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Python

invoice = sa4s("POST", "/sales/invoices", {

"type": "TAX",

"status": "ISSUED",

"customerId": HORIZON_ID,

"pricesIncludeVat": False,

"dueDate": "2026-11-05",

"clientUuid": order["client_uuid"],

"lines": [
{"productId": WATER_ID, "unitId": BOX_UNIT_ID, "quantity": "1@", "unitPrice": "22.00"},
{"productId": DELIVERY_SERVICE_ID, "quantity": "1"},

1,

"payments": [{"method": "BANK_TRANSFER", "amount": "100.00", "reference": "TRX-55120"}],

1))

print(invoice["total"], invoice["amountDue"])

PHP

<?php
$invoice = sa4s('POST', '/sales/invoices', [
"type' => 'TAX',
'status' => "ISSUED',
'customerId' => $horizonlId,
'pricesIncludevVat' => false,
'dueDate’ => '2026-11-05',
‘clientUuid' => $order['sads_client_uuid'],
"lines' => [
['productId’' => $waterId, 'unitId' => $boxUnitId, 'quantity' => '10', 'unitPrice' => '22.00'],
['productId' => $deliveryServiceld, 'quantity' => '1'],
1,
'payments' => [['method' => 'BANK_TRANSFER', ‘'amount' => '100.00', 'reference' => 'TRX-55120']],

D

echo $invoice['total’'], ' / due ', $invoice['amountDue'], "\n";

C#

var invoice = await Sa4s.Send(HttpMethod.Post, "sales/invoices", new
{

type = "TAX",

status = "ISSUED",

customerId = horizonld,

pricesIncludevVat = false,

dueDate = "2026-11-05",

clientUuid = order.Sa4sClientUuid,

lines = new object[]

{
new { productId = waterId, unitId = boxUnitId, quantity = "10", unitPrice = "22.00" },

new { productId = deliveryServiceld, quantity = "1" },

})
payments = new[] { new { method = "BANK_TRANSFER", amount = "100.00", reference = "TRX-55120" } },

s

Console.WriteLine($"{invoice.GetProperty("total")} due {invoice.GetProperty("amountDue")}");

201 Created (abridged)

"id": "1086f27d-620a-4e60-9dfe-0720fee48398",
"number": "INV-2026-000002",

"type": "TAX",

"status": "ISSUED",

"paymentStatus": "PARTIALLY_PAID",

"customerId": "fab57752-483f-4bla-8d80-8c0401809ffe",
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"dueDate": "2026-11-05T00:00:00.000Z",

"pricesIncludeVat": false,

"subtotal": "235",

"taxableTotal": "235",

"vatTotal": "35.25",

"total": "270.25",

"paidAmount": "100",

"paymentMethod": "BANK_TRANSFER",

"zatcaStatus": "NOT_REQUIRED",

"items": [

{ "lineNo": 1, "sku": "SKU-2026-000001", "unitName": "ddc", "quantity": "10", "baseQuantity": "240", "unitPrice":
"22", "vatRate": "15", "taxableAmount": "220", "vatAmount": "33", "lineTotal": "253" },
{ "lineNo": 2, "sku": "SKU-2026-000002", "unitName": "dehd", "quantity": "1", "baseQuantity": "1", "unitPrice":

"15", "vatRate": "15", "taxableAmount": "15", "vatAmount": "2.25", "lineTotal": "17.25" }

1,

"customer”: { "id": "fab57752-483f-4bla-8d80-8c0401809ffe", "name": "&l=ill §o¥l &Snu", "vatNumber": "310123456700003",
"balance": "170.25", "creditLimit": "50000" },

"payments": [ { "number": "RCV-2026-000002", "method": "BANK_TRANSFER", "amount": "100", "reference": "TRX-55120" }
1,

"amountDue": "170.25"

Jdlazl @il wis jlaoyl @3 Hol 83gumo

oyl .deull go Loyl @ wldlash aolsl ds Gl total ()l99 B3guma 18 ( (miall b Jin) ol Jleaz] elollad o513
. 409 INVOICE_NOT_ISSUABLE . g2y JUWI llalld iy ¥ (yiiye

curl

# 1) draft — nothing is numbered, no stock moves, nothing reaches ZATCA
curl -X POST "https://erp.sads.com/api/vl/sales/invoices" \
-H "Authorization: Bearer $SA4S_API_KEY" -H "Content-Type: application/json" \
-d '{ "pricesIncludevat": true, "clientUuid": "6f@c9a3e-2d61-4f7e-9a0b-5blc2d3e4f50",
"lines": [ { "productId": "6fe@f6fa-ed4d-4c4b-81lca-c8095504658f", "quantity": "2", "unitPrice": "40.00" } ] }'

# 2) issue it with the payment = the total the server computed

curl -X POST "https://erp.sads.com/api/vl/sales/invoices/44d7970d-e564-42fc-al22-f70657e7dcl17/issue" \
-H "Authorization: Bearer $SA4S_API_KEY" -H "Content-Type: application/json" \
-d '{ "payments": [ { "method": "CASH", "amount": "8@.00" } ] }'

JavaScript

const draft = await sa4s('POST', '/sales/invoices', { pricesIncludevat: true, clientUuid, lines });
if (Math.round(Number(draft.total) * 100) !== Math.round(Number(order.total) * 100)) throw new Error( total mismatch
${draft.total} # ${order.total} );
try {

await sa4s('POST', "/sales/invoices/${draft.id}/issue’, { payments: [{ method: 'CARD', amount: draft.total }] });
} catch (e) {

if (e.code !== "INVOICE_NOT_ISSUABLE') throw e; // already issued by an earlier attempt - fine

Python

draft = sa4s("POST", "/sales/invoices", {"pricesIncludeVat": True, "clientUuid": client_uuid, "lines": lines})
try:
sads("POST", f"/sales/invoices/{draft['id"']}/issue", {"payments": [{"method": "CARD", "amount": draft["total"]}]})
except Sa4sError as e:
if e.code != "INVOICE_NOT_ISSUABLE":
raise
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PHP
<?php

$draft = sads('POST', '/sales/invoices', ['pricesIncludeVat' => true, 'clientUuid' => $clientUuid, 'lines' => $lines]);
try {

sads('POST', "/sales/invoices/{$draft['id']}/issue", ['payments' => [['method' => 'CARD', 'amount' =>
$draft['total'1111);
} catch (Sa4sError $e) {

if (($e->body['code'] ?? '') !== 'INVOICE_NOT_ISSUABLE') throw $e;

olob 8yg5lall dgl=s olc]
20 dlofll 5,g3lally 201 Baleyl ayei S gin § JolSI Jliall — cumin LalS dudi clientUuid Ra dudi @essll Juyl
. "idempotentReplay": true

PDF dsway 8,958 J 5

(a0 80 @lp Jlay)) receipt ol (oly9dl) format=a4 . sales.invoice:print dwMall — GET /sales/invoices/{id}/pdf
G dinJu uoledl (QR) dey pdl dilsxian¥l o) Cladl Jasug .yl Jou 38568 Jujiil download=true g. both g en gl lang=ar g
Byg3lall 9

curl

curl "https://erp.sads.com/api/vl/sales/invoices/442ea37d-b9ac-4535-b726-b3ad69832afe/pdf?
format=a4&lang=ar&download=true" \

-H "Authorization: Bearer $SA4S_API_KEY" \

-0 INV-2026-000007.pdf

JavaScript
import { writeFile } from 'node:fs/promises’;

const pdf = await sa4s('GET', ~/sales/invoices/${invoiceId}/pdf?format=a4&lang=both™); // Buffer (application/pdf)
await writeFile(  ${invoiceNumber}.pdf , pdf);

Python
pdf = sad4s("GET", f"/sales/invoices/{invoice_id}/pdf", params={"format": "receipt", "lang": "ar"}) # bytes

with open(f"{invoice_number}.pdf", "wb") as f:
f.write(pdf)

PHP

<?php
$pdf = sads('GET', "/sales/invoices/$invoicelId/pdf?format=ad4&lang=en");
file_put_contents("$invoiceNumber.pdf", $pdf);

C#

var bytes = await Sads.Http.GetByteArrayAsync($"sales/invoices/{invoiceId}/pdf?format=a4&lang=ar");
await File.WriteAllBytesAsync($"{invoiceNumber}.pdf", bytes);
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HTTP

HTTP/1.1 200 OK

Content-Type: application/pdf

Content-Length: 17138

Content-Disposition: attachment; filename="INV-2026-000007.pdf"
Cache-Control: private, no-store

QR jesg duin Il &gl dll>
Sl JaSs o sy (day pll 45l slaie¥ly dlnuall ylgal EX6) L1815 2 lamllg dy rllg 531 diy J] 6y5um4)l yiloall SALS Jauyy
oy )1 6ylo] ¥ dogiil] Belyd pslaall guaias . Alall (e duigsSIyl 64ig8)l by,

S=all zatcaStatus

A dSinl) dig Iyl 8500l 885 o) of d5gana NOT_REQUIRED
ﬁaﬂL»)EiﬂecuLaﬁ/JyUﬂlé SUBMITTED / PENDING

(Ao [ dnsus 8)gild) dgibo CLEARED / REPORTED

Crwl=al) plail ddyoig wuwdl zatca.errors griy — ddg9)e REJECTED

base64 TLV jwju qrCode g icv g flow g status ) zatca dliSg zatcaStatus Jo=Jl GET /sales/invoices/{id} Ju=y
Gas § sl ol zatcastatus=. 4 @llgdll oo .8)gilall @lsf &> null (oo — ( submittedAt g errors g warnings g

. zatca.status

curl

# one invoice: zatcaStatus + the zatca block (QR, flow, warnings)

curl "https://erp.sads.com/api/vl/sales/invoices/442ea37d-b9ac-4535-b726-b3ad69832afe" -H "Authorization: Bearer
$SA4S_API_KEY"

# everything ZATCA rejected this month

curl "https://erp.sads.com/api/vl/sales/invoices?zatcaStatus=REJECTED&from=2026-10-01&t0=2026-10-31" -H "Authorization:
Bearer $SA4S_API_KEY"

JavaScript

const inv = await sa4s('GET', ~/sales/invoices/${invoiceId} );

console.log(inv.zatcaStatus); // NOT_REQUIRED | PENDING | SUBMITTED | CLEARED | REPORTED | REJECTED
if (inv.zatca?.qrCode) renderQr(inv.zatca.qrCode); // base64 TLV — print it on your own receipt

if (inv.zatcaStatus === 'REJECTED') console.warn(inv.zatca.errors);

Python

inv = sa4s("GET", f"/sales/invoices/{invoice_id}")
zatca = inv.get("zatca") or {}
print(inv["zatcaStatus"], zatca.get("flow"), zatca.get("qrCode"))

PHP
<?php

$inv = sa4s('GET', "/sales/invoices/$invoiceId");
echo $inv['zatcaStatus'], ' ', $inv['zatca']['qrCode'] ?? '(no QR yet)', "\n";
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200 OK — shape of the zatca block after processing (illustrative values)

{
"id": "442ea37d-b9ac-4535-b726-b3ad69832afe",
"number": "INV-2026-000007",
"type": "SIMPLIFIED",
"uuid": "al4f90a9-de63-4d97-a093-6834846ba8d5",
"zatcaStatus": "REPORTED",
"zatca": {
"status": "REPORTED",
"flow": "reporting",
"icv": 7,
"gqrCode": "<base64 TLV of the ZATCA QR>",
"warnings": [],
"errors": [],
"submittedAt": "2026-10-06T17:17:12.402Z"
}
¥
£
£ . o .
Sl el gl of Elopidl
originalltemId ) L sy i}b.wipl . sales.invoice:refund di=Wall — POST /sales/invoices/{id}/credit-note
aad) lesl 350 .( refund ) &liall 3)9 (restock ) vgjsxall ] deladl ssle] cliSayg (( full: true ) sygilall JSof ((quantity g
8908 T e dtJl Jl Jenyds ( ON-..) Lol
curl

curl -X POST "https://erp.sads.com/api/vl/sales/invoices/1086f27d-620a-4e60-9dfe-0720fee48398/credit-note" \
-H "Authorization: Bearer $SA4S_API_KEY" -H "Content-Type: application/json" \
-d '{
"reason": "Damaged boxes returned",
"lines": [ { "originalItemId": "2cfc59f1l-ae9f-4868-8920-0b264ac071b2", "quantity": "2" } 1],
"restock": true,
"refund”: { "method": "BANK_TRANSFER", "reference": "RF-1001" },
"clientUuid": "d99f7cd1-d612-40bf-8a74-aeebad8c9e9c”
}'

JavaScript

const original = await sa4s('GET', ~/sales/invoices/${invoiceId} );
const line = original.items.find((i) => i.productId === WATER_ID);
const note = await sa4s('POST', "~ /sales/invoices/${invoiceId}/credit-note™, {
reason: 'Damaged boxes returned’,
lines: [{ originalIltemId: line.id, quantity: '2' }], // in the unit of the original Lline (boxes)
restock: true, // goods go back to stock at the original cost
refund: { method: 'BANK_TRANSFER', reference: 'RF-1001' }, // amount defaults to the note total (capped by what was
paid)
clientUuid: refund.clientUuid,
1
console.log(note.number, note.total); // CN-2026-000001 50.6

Python

original = sa4s("GET", f"/sales/invoices/{invoice_id}")
line = next(i for i in original["items"] if i["productId"] == WATER_ID)
note = sa4s("POST", f"/sales/invoices/{invoice_id}/credit-note"”, {
"reason": "Damaged boxes returned",
"lines": [{"originalItemId": 1line["id"], "quantity": "2"}],
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"restock": True,
"refund": {"method": "BANK_TRANSFER", "reference": "RF-1001"},
"clientUuid": refund_uuid,

1))

PHP

<?php
// full refund of everything still creditable on the invoice
$note = sa4s('POST', "/sales/invoices/$invoiceId/credit-note”, [
'reason’ => 'Order returned’,
'full' => true,
'restock' => true,
'refund’ => ['method' => 'CARD', ‘'reference' => $pspRefundId],
'clientUuid' => $refunduuid,

1);
201 Created (abridged)

"id": "d6111f48-8d38-4375-8786-805627995cb5",

"number": "CN-2026-000001",

"type": "CREDIT_NOTE",

"status": "ISSUED",

"paymentStatus": "PAID",

"originalInvoiceId": "1086f27d-620a-4e60-9dfe-0720fee48398",

"noteReason": "Damaged boxes returned”,

"taxableTotal": "44",

"vatTotal": "6.6",

"total": "50.6",

"paidAmount”: "50.6",

"items": [ { "originalItemId": "2cfc59fl-ae9f-4868-8920-0b264ac071b2", "unitName": "ddc", "quantity": "2",
"baseQuantity": "48", "unitPrice": "22", "lineTotal": "50.6" } ]

¥

8,938 clal|

L sud @l jilgall e jaidy . sales.invoice:cancel di=lall — reason cuw®&a POST /sales/invoices/{id}/cancel

.( ZATCA_REPORTED_USE_CREDIT_NOTE g INVOICE_HAS_PAYMENTS ) Lisls |jlecs] jouol ¢lU3 jué Qg st Jl J] Juoi g wljles] ol wleds
curl

curl -X POST "https://erp.sads.com/api/vl/sales/invoices/015727de-9146-41eb-839b-fd477dc9e9a8/cancel” \
-H "Authorization: Bearer $SA4S_API_KEY" -H "Content-Type: application/json" \

-d '{ "reason": "Customer cancelled the order" }

JavaScript

await sa4s('POST', ~/sales/invoices/${invoiceId}/cancel™, { reason: 'Customer cancelled the order' });

Python

sads("POST", f"/sales/invoices/{invoice_id}/cancel”, {"reason": "Customer cancelled the order"})

PHP

<?php
sads('POST', "/sales/invoices/$invoiceId/cancel”, ['reason' => 'Customer cancelled the order']);
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acjgy SAAS £5 gi «( allocations ) yST gl d>gita 8,95l Lle @liall €39 . payments:create d>Wall — POST /payments/receipts

Sl Olasdl ol Ggaiall accountId Sasug .dsjge pé dadda d295 aSyil ol «( autoAllocate: true ) d>gidall yilgall An8l Ll
d>Mall) GET /financial-accounts 3 oblusdl Gdyely ((ope) (Kb wlus Jolg « CASH J lodis §gaio Jol 1 gol8l)

.( cash:view
curl

curl -X POST "https://erp.sads.com/api/vl/payments/receipts” \
-H "Authorization: Bearer $SA4S_API_KEY" -H "Content-Type: application/json" \
-d '{
"customerId": "fab57752-483f-4bla-8d80-8c0401809ffe",
"method": "BANK_TRANSFER",
"amount": "170.25",
"reference": "TRX-55190",
"clientUuid": "c8b5212a-1b50-4864-9d45-7b562575f3fa",
"allocations": [ { "invoiceId": "1086f27d-620a-4e60-9dfe-0720fee48398", "amount": "170.25" } ]
}

JavaScript

const receipt = await sa4s('POST', '/payments/receipts', {
customerId: HORIZON_ID,

method: 'BANK_TRANSFER', // CASH | CARD | BANK_TRANSFER | CHEQUE | WALLET
amount: '170.25",
reference: 'TRX-55190°', // your bank / PSP reference

clientUuid: transfer.clientUuid, // idempotency key: one receipt per bank transfer
allocations: [{ invoiceId: INVOICE_ID, amount: '170.25' }], // or autoAllocate: true (oldest open invoices first)
1

console.log(receipt.number, receipt.allocations.map((a) => ~${a.invoicelId}=${a.amount} ));

Python

receipt = sa4s("POST", "/payments/receipts”, {

"customerId”: HORIZON_ID,

"method": "BANK_TRANSFER",

"amount": "170.25",

"reference": "TRX-55190",

"clientUuid": transfer["client_uuid"],

"allocations": [{"invoiceId": INVOICE_ID, "amount": "170.25"}],
)]

print(receipt["number"])

PHP

<?php
$receipt = sads('POST', '/payments/receipts’, [
'customerId' => $horizonId,
'method’ => 'BANK_TRANSFER',
"amount' => '170.25',
'reference' => 'TRX-55190',
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'clientUuid' => $transfer['client_uuid'],
'allocations' => [['invoiceId' => $invoiceId, 'amount' => '170.25']],

s

echo $receipt[ 'number'], "\n";

C#

var receipt = await Sa4s.Send(HttpMethod.Post, "payments/receipts”, new
{

customerId = horizonld,

method = "BANK_TRANSFER",

amount = "170.25",

reference = "TRX-55190",

clientUuid = transfer.ClientUuid,

allocations = new[] { new { invoiceId, amount = "170.25" } },

s

Console.WritelLine(receipt.GetProperty("number™));

201 Created

"id": "f7e14210-3cbc-43ba-8b39-ae5c2b207898",
"number™: "RCV-2026-000004",

"direction": "IN",

"partyType": "CUSTOMER",

"partyId": "fab57752-483f-4bla-8d80-8c0401809ffe",
"method": "BANK_TRANSFER",

"amount": "170.25",

"date": "2026-10-06T17:01:02.845Z2",

"accountId": "0835961d-0dca-4896-99b4-11fa96c82eda”,
"reference": "TRX-55190",

"notes": null,

"branchId": null,

"clientUuid": "c8b5212a-1b50-4864-9d45-7b562575f3fa",
"journalEntryId": "b42f4c6e-154d-4a8a-b04e-62dca3465d57",
"cancelledAt": null,

"createdAt": "2026-10-06T17:01:02.846Z",
"allocations": [

gmard] SAAS drly — cussball Js ()

3

{ "id": "9152b27c-05d7-4c9a-9989-1e0fe31b6e3a", "invoiceType": "SALES_INVOICE", "invoiceId": "1086f27d-620a-4e60-

9dfe-0720fee48398", "amount": "170.25" }
1

400 Bad Request

"statusCode": 400,

"code": "ALLOCATION_EXCEEDS_PAYMENT",

"message": "Allocations exceed the payment amount",
"requestId": "54c3a873-10f7-4dcl-97e4-52de241723c0"

d3dumall p ilgdl b,e

Ja=i . sales.invoice:view dwllall — ( PARTIALLY_PAID o) GET /sales/invoices?status=ISSUED&paymentStatus=UNPAID

. amountDue &a=lgll 8)g5la)l luws deawug « balanceDue daSléll Bgowo
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curl

curl "https://erp.sads.com/api/vl/sales/invoices?customerId=fab57752-483f-4bla-8d80-
8c0401809ffe&status=ISSUED&paymentStatus=UNPAID&sort=issueDate&order=asc" \

-H "Authorization: Bearer $SA4S_API_KEY"
# partially paid ones: paymentStatus=PARTIALLY_PAID (run both to get every open invoice)

JavasScript

const open = [];
for (const paymentStatus of ['UNPAID', 'PARTIALLY_PAID']) {
const g = new URLSearchParams({ customerId, status: 'ISSUED', paymentStatus, pageSize: '200', sort: 'issueDate',
order: 'asc' });
open.push(...(await sa4s('GET', ~/sales/invoices?${q} )).items);
}

const due = open.reduce((sum, inv) => sum + Math.round(Number(inv.balanceDue) * 100), ©) / 100; // compare in halalas

Python
from decimal import Decimal
open_invoices = []

for status in ("UNPAID", "PARTIALLY_PAID"):
open_invoices += sa4s("GET", "/sales/invoices", params={

"customerId": customer_id, "status": "ISSUED", "paymentStatus": status, "pageSize": 200, "sort": "issueDate",
"order": "asc",
P ["items"]

total_due = sum(Decimal(i["balanceDue"]) for i in open_invoices)

PHP

<?php
$open = [1;
foreach (['UNPAID', 'PARTIALLY_PAID'] as $ps) {
$q = http_build_query(['customerId' => $customerId, 'status' => 'ISSUED', 'paymentStatus' => $ps, 'pageSize' =>
200, 'sort' => 'issueDate', 'order' => 'asc']);
$open = array_merge($open, sads('GET', "/sales/invoices?$q")['items']);
¥
$due = array_reduce($open, fn ($s, $i) => bcadd($s, $i[ 'balanceDue'], 2), '0');

C#

var open = new List<JsonElement>();
foreach (var ps in new[] { "UNPAID", "PARTIALLY_PAID" })
{
var page = await Sads.Send(HttpMethod.Get, $"sales/invoices?customerId={customerId}&status=ISSUED&paymentStatus=
{ps}&pageSize=200&sort=issueDate&order=asc");
open.AddRange(page.GetProperty("items").EnumerateArray());
¥
decimal due = open.Sum(i => decimal.Parse(i.GetProperty("balanceDue").GetString()!,
System.Globalization.CultureInfo.InvariantCulture));

200 OK (abridged)
{
"items": [
{

"id": "46f95e34-0748-4b23-208b-8765c6ad5d58",
"number": "INV-2026-000003",

"type": "TAX",

"status": "ISSUED",

"paymentStatus": "UNPAID",
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"issueDate": "2026-10-06T17:01:02.3937",

"dueDate": "2026-11-05T00:00:00.000Z",

"total": "230",

"paidAmount™: "@",

"paymentMethod": "CREDIT",

"customer”: { "id": "fab57752-483f-4bla-8d80-8c0401809ffe", "name": "&)l=il §9¥l dSpu", "nameEn": “"Horizon Trading
Co", "vatNumber": "310123456700003" },

"balanceDue": "230"

}
1,
"total": 1,
"page": 1,
"pageSize": 25
}
3)9a) 28wl
o) GO O sy Al @l o jlgd ]y wlsyjgilly « payments:create dusllall — POST /payments/disbursements
el Gl awo b dSpidl rawd @ lo @81M1 Gl
curl

curl -X POST "https://erp.sa4s.com/api/vl/payments/disbursements"” \

-H "Authorization: Bearer $SA4S_API_KEY" -H "Content-Type: application/json" \

-d '{
"supplierId”: "3788b574-54f8-4ed9-9a30-f7d38199ff05",
"method": "BANK_TRANSFER",
"amount": "100.00",
"clientUuid": "ed9df166-3fee-44b6-8a0d-do06e00es27e",
"allocations": [ { "invoiceId": "274f3053-5728-4d84-931f-a42ef0@ebdc55", "amount": "100.00" } ]

}

JavasScript

const payment = await sad4s('POST', '/payments/disbursements', {
supplierId: SUPPLIER_ID, method: 'BANK_TRANSFER', amount: '100.00', clientUuid: payout.clientUuid,
allocations: [{ invoiceId: PURCHASE_INVOICE_ID, amount: '100.00' }],

}s
console.log(payment.number); // PAY-2026-000001

Python

payment = sa4s("POST", "/payments/disbursements", {
"supplierId": SUPPLIER_ID, "method": "BANK_TRANSFER", "amount": "100.00", "clientUuid": payout["client_uuid"],
"allocations": [{"invoiceId": PURCHASE_INVOICE_ID, "amount": "100.00"}],

}

PHP

<?php
$payment = sads('POST', '/payments/disbursements’, [

"supplierId' => $supplierId, 'method' => 'BANK_TRANSFER', 'amount' => '100.00', 'clientUuid' =>
$payout[ 'client_uuid'],

'allocations' => [['invoiceId' => $purchaseInvoiceld, 'amount' => '100.00']],

s
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409 Conflict

"statusCode": 409,

"code": "INSUFFICIENT_FUNDS",

"message": "The balance of \"Main Bank Account\" is lower than the amount",

"details": { "accountId": "f8aa56c8-9796-455f-b072-967a40ef7954", "accountName": "Main Bank Account", "balance":
"0.00", "amount": "100.00" },

"requestId": "f40c8732-1fla-4be3-9c16-7714b34c865e"

curl
# receipts (IN) of October, newest first

curl "https://erp.sads.com/api/vl/payments?direction=IN&from=2026-10-01&t0=2026-10-31&sort=date&order=desc" \
-H "Authorization: Bearer $SA4S_API_KEY"

JavaScript

const { items } = await sa4s('GET', '/payments?direction=IN&from=2026-10-01&to=2026-10-31&sort=date&order=desc');

Python

items = sa4s("GET", "/payments", params={"direction": "IN", "from": "2026-10-01", "to": "2026-10-31", "sort": "date"
"order": "desc"})["items"]

PHP

<?php
$items = sads('GET', '/payments?direction=IN&from=2026-10-01&t0=2026-10-31&sort=date&order=desc')['items'];
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Aic warehouseId (§dcladl plivd dléiwall 5)gall 8)gild . purchases.invoice:create du>Wall — POST /purchases/invoices

objidall gl § Lol unitPrice Jéslg .( orderId ) clnb ol of ( receiptld ) deldy alliwl (o to.ni logly Kasg L iy
. purchases.invoice:approve dullall (clisy¥l dic post: true gi POST /purchases/invoices/{id}/post ) Jusydl culhing

A )90l T&Luw pdsxiwall supplierInvoiceNo (A9 .3)gall Gminallg wilsdall dypo Aibyg [dalSUL Ggjsrall J=23 69
.dial dglsall 85le| Joou Lo «( DUPLICATE_SUPPLIER_INVOICE )

curl

curl -X POST "https://erp.sads.com/api/vl/purchases/invoices" \
-H "Authorization: Bearer $SA4S_API_KEY" -H "Content-Type: application/json" \
-d '{
"supplierId": "3788b574-54f8-4ed9-9a30-f7d38199ff05",
"warehouseId": "lae3935b-6fae-4c7f-803a-bf405dbcoead”,
"supplierInvoiceNo": "NWF-88231",
"pricesIncludeVat": false,
"items": [
{ "productId": "51f771bf-cfb5-4814-8e79-55b990be69c9", "unitId": "b82dbc97-8f7b-43c0-8b73-8bdaedlebdbd”,
"quantity": "20", "unitPrice": "14.40" },
{ "productId": "6feo@f6fa-ed4d-4c4b-8lca-c8095504658f", "quantity": "50", "unitPrice": "28.00" }
1
}

# post it (stock in at cost, input VAT, supplier payable) — needs purchases.invoice:approve
curl -X POST "https://erp.sads.com/api/vl/purchases/invoices/274f3053-5728-4d84-931f-ad42ef@ebdc55/post™ \
-H "Authorization: Bearer $SA4S_API_KEY"

JavaScript

const bill = await sa4s('POST', '/purchases/invoices', {
supplierId: SUPPLIER_ID,
warehouseId: WAREHOUSE_ID, // where the goods are received
supplierInvoiceNo: 'NWF-88231", // the supplier's own number (keep it unique on your side)
pricesIncludeVat: false,
items: [
{ productId: WATER_ID, unitId: BOX_UNIT_ID, quantity: '20', unitPrice: '14.40' }, // unitPrice 1is required on
purchases
{ productId: DATES_ID, quantity: '50', unitPrice: '28.00' },
1,
// post: true - create and post in one call
1
const posted = await sa4s('POST', " /purchases/invoices/${bill.id}/post’);
console.log(posted.number, posted.status, posted.total, posted.balanceDue); // PI-2026-000001 POSTED 1941.2 1941.2

Python

bill = sa4s("POST", "/purchases/invoices", {

"supplierId": SUPPLIER_ID,

"warehouseId": WAREHOUSE_ID,

"supplierInvoiceNo": "NWF-88231",

"pricesIncludevat": False,

"items": [
{"productId"”: WATER_ID, "unitId": BOX_UNIT_ID, "quantity": "20", "unitPrice": "14.40"},
{"productId": DATES_ID, "quantity": "50", "unitPrice": "28.00"},
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"post": True,

}
print(bill["number"], bill["status"])

PHP

<?php
$bill = sa4s('POST', '/purchases/invoices', [
'supplierId' => $supplierld,
'warehouseId' => $warehouseld,
'supplierInvoiceNo' => 'NWF-88231',
'pricesIncludevVat' => false,
"items' => [
['productId' => $waterId, 'unitId' => $boxUnitId, 'quantity' => '20', 'unitPrice' => '14.40'],
['productId' => $datesId, 'quantity' => '50', ‘'unitPrice' => '28.00'],
1
'post' => true,
s
echo $bill[ 'number'], ' ', $bill['status'], "\n";

201 Created (abridged)

"id": "274f3053-5728-4d84-931f-ad42ef@ebdc55",
"number": "PI-2026-000001",

"supplierInvoiceNo": "NWF-88231",

"supplierId": "3788b574-54f8-4ed9-9a30-f7d38199ff05",
"warehouseId": "lae3935b-6fae-4c7f-803a-bf405dbcoead”,
"status": "DRAFT",

"date": "2026-10-06T00:00:00.000Z",

"dueDate": "2026-11-05T00:00:00.000Z",
"pricesIncludeVat": false,

"subtotal": "1688",

"taxableTotal": "1688",

"vatTotal": "253.2",

"total": "1941.2",

"paidAmount": "@",

"receivesStock": true,

"items": [

{ "productId": "6feof6fa-ed4d-4c4b-81ca-c8095504658f", "unitId": "©757efl6-15fa-4b58-996d-ebb3d8bb5fcb",
"quantity": "50", "baseQuantity": "50", "unitPrice": "28", "vatCategory": "S", "vatRate": "15", "taxableAmount":
"1400", "vatAmount": "210", "lineTotal": "1610" },

{ "productId": "51f771bf-cfb5-4814-8e79-55b990be69c9", "unitId": "b82dbc97-8f7b-43c0-8b73-8bdaedlebdbs”,
"quantity": "20", "baseQuantity": "480", "unitPrice": "14.4", "vatCategory": "S", "vatRate": "15", "taxableAmount":
"288", "vatAmount": "43.2", "lineTotal": "331.2" }

])
"balanceDue": "1941.2"
}
Lo ol el
clyw JJQ' [3 !
. DRAFT &lsy 48l Tawg « purchases.order:create du=Wall — POST /purchases/orders
curl

curl -X POST "https://erp.sads.com/api/vl/purchases/orders" \
-H "Authorization: Bearer $SA4S_API_KEY" -H "Content-Type: application/json" \
-d '{
"supplierId”: "3788b574-54f8-4ed9-9a30-f7d38199ff05",
"warehouseId": "1ae3935b-6fae-4c7f-803a-bf405dbcoead”,
"expectedDate": "2026-10-20",
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"items": [ { "productId": "51f771bf-cfb5-4814-8e79-55b990be69c9", "unitId": "b82dbc97-8f7b-43c0-8b73-8b4aedlebdbs"”,
"quantity": "30", "unitPrice": "14.40" } ]
}'
# - 201 { "number": "P0-2026-000001", "status": "DRAFT", "total": "496.8", .. }
# then POST /purchases/orders/{id}/submit (DRAFT - PENDING) and POST /purchases/orders/{id}/approve (- APPROVED)

JavaScript

const po = await sa4s('POST', '/purchases/orders', {

supplierId: SUPPLIER_ID, warehouseId: WAREHOUSE_ID, expectedDate: '2026-10-20',

items: [{ productId: WATER_ID, unitId: BOX_UNIT_ID, quantity: '3@', unitPrice: '14.40' }],
1
await sa4s('POST', " /purchases/orders/${po.id}/submit’); // needs purchases.order:edit
await sa4s('POST', ~/purchases/orders/${po.id}/approve’); // needs purchases.order:approve

Python

po = sa4s("POST", "/purchases/orders", {

"supplierId": SUPPLIER_ID, "warehouseId": WAREHOUSE_ID, "expectedDate": "2026-10-20",

"items": [{"productId": WATER_ID, "unitId": BOX_UNIT_ID, "quantity": "3@", "unitPrice": "14.40"}],
}

PHP

<?php
$po = sads('POST', '/purchases/orders', [

'supplierId' => $supplierId, 'warehouseId' => $warehouseId, 'expectedDate’' => '2026-10-20',

'items' => [['productId' => $waterId, 'unitId' => $boxUnitId, 'quantity' => '30', 'unitPrice' => '14.40']],
s
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curl

curl "https://erp.sads.com/api/vl/inventory/balances?warehouseId=1ae3935b-6fae-4c7f-803a-
bf405dbcoead&page=1&pageSize=2008&sort=sku&order=asc" \

-H "Authorization: Bearer $SA4S_API_KEY"
# other filters: productld, categoryId, search (SKU / name), status=all|[low|over|out|dead[in_stock

JavasScript

// full snapshot of one warehouse: { sku - available }
async function stockSnapshot(warehouseId) {
const out = new Map();
for (let page = 1; ; page++) {
const res = await sa4s('GET', ~/inventory/balances?
warehouseId=${warehouseId}&page=${page}&pageSize=200&sort=sku&order=asc’);
for (const row of res.items) out.set(row.product.sku, row.available); // decimal strings, base units
if (page * res.pageSize >= res.total) return out;

Python

def stock_snapshot(warehouse_id):
out, page = {}, 1
while True:
res = sa4s("GET", "/inventory/balances", params={"warehouseId": warehouse_id, "page": page, "pageSize": 200,
"sort": "sku", "order": "asc"})
out.update({row["product”]["sku"]: row["available"] for row in res["items"]})
if page * res["pageSize"] >= res["total"]:
return out
page += 1

PHP

<?php
function stock_snapshot(string $warehouseId): array
{
$out = [];
for ($page = 1; ; $page++) {
$res = sads('GET', '/inventory/balances?' . http_build_query(['warehouseId’' => $warehouseId, 'page' => $page,
'pageSize' => 200, 'sort' => ' ‘order' => 'asc']));
foreach ($res['items'] as $row) $out[$row[ 'product']['sku']] = $row['available'];
if ($page * $res['pageSize'] >= $res['total']) return $out;

sku',
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C#

var stock = new Dictionary<string, string>();
for (int page = 1; ; page++)
{
var res = await Sa4s.Send(HttpMethod.Get, $"inventory/balances?warehouseId={warehouseId}&page=
{page}&pageSize=200&sort=sku&order=asc");
foreach (var row in res.GetProperty("items").EnumerateArray())
stock[row.GetProperty("product").GetProperty("sku").GetString()!] = row.GetProperty("available").GetString()!;
if (page * res.GetProperty(“"pageSize").GetInt32() >= res.GetProperty("total").GetInt32()) break;

¥
200 OK (abridged)
{
"items": [
{

"warehouseId": "lae3935b-6fae-4c7f-803a-bf405dbcoead”,

"warehouse": { "id": "lae3935b-6fae-4c7f-803a-bf405dbcoead"”, "code": "WH-MAIN", "nameAr": " qudJl Esgiwmall”,
"nameEn": "Main Warehouse" }, '

"productId": "51f771bf-cfb5-4814-8e79-55b990be69c9",

"product”: { "id": "51f771bf-cfb5-4814-8e79-55b990be69c9", "sku": "SKU-2026-000001", "nameAr": " Jo 330 dis=e olw",
"nameEn": "Mineral water 330 ml", "type": "PHYSICAL", "trackBatch": false, "baseUnit": "PCS" },

"onHand": "282",

"reserved": "0",

"available": "282",

"minStock": "48",

"maxStock": null,

"reorderLevel”: null,

"flags": { "low": false, "over": false, "out": false },

"lastMovementAt": "2026-10-06T17:01:02.314Z",

"updatedAt": "2026-10-06T17:01:02.284Z7",

"avgCost": "0.6",

"value": "169.20"

}
]J
"total": 2,
"page": 1,

"pageSize": 200,
"summary": { "rows": 2, "totalOnHand": "325", "totalvalue": "1373.20" }

curl

# one product across every warehouse (+ batches when the product tracks them)

curl "https://erp.sads.com/api/vl/inventory/products/51f771bf-cfb5-4814-8e79-55b990be69c9/stock™ -H "Authorization:
Bearer $SA4S_API_KEY"

# > { "product": { "sku": "SKU-2026-000001", .. }, "warehouses": [ { "warehouseId": "..", "onHand": "282", "reserved":
"9", "available": "282" } ],

# "totals": { "onHand": "282", "reserved": "©", "available": "282" } }

JavaScript

const s = await sads('GET', " /inventory/products/${productId}/stock’);
console.log(s.product.sku, s.totals.available, s.warehouses.map((w) => ~${w.warehouse.code}=${w.available} ));

Python

s = sa4s("GET", f"/inventory/products/{product_id}/stock")
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PHP
<?php

$s = sads('GET', "/inventory/products/$productId/stock");

&b die Ygjrall WiS)=>

39 JIg=9g digadig Elylg elpig o JS 1 Jaeill bl e (gjsall yids . inventory:view du=Mall — GET /inventory/movements
:Elgi¥l.(note g refId g refType ) duaall Aitaallg balanceAfter @l awoyl 8o duwlwdl 5a>gJl qtyChange ds9ga duaSs
ADJUSTMENT_OUT g ADJUSTMENT_IN g SALE_RETURN g SALE g PURCHASE_RETURN g PURCHASE_RECEIPT g OPENING

. COMPOSITE_CONSUME g COUNT_ADJUSTMENT g EXPIRED g DAMAGE g TRANSFER_IN g TRANSFER_OUT g

curl

curl "https://erp.sads.com/api/vl/inventory/movements?from=2026-10-06&warehouseId=1ae3935b-6fae-4c7f-803a-
bf405dbcOead&order=asc&page=1&pageSize=200" \

-H "Authorization: Bearer $SA4S_API_KEY"
# other filters: to, productId, type (SALE, PURCHASE_RECEIPT, ..), refType, refld, batchId

JavaScript

// every movement since a date, oldest first; skip the ones you already processed
async function movementsSince(day, seen) {
const changed = new Set();
for (let page = 1; ; page++) {
const res = await sa4s('GET', ~/inventory/movements?from=${day}&order=asc&page=${page}&pageSize=200");
for (const m of res.items) if (!seen.has(m.id)) { seen.add(m.id); changed.add( ${m.productId}:${m.warehouseId} ); }
if (page * res.pageSize >= res.total) return changed;

Python

def movements_since(day, seen):
changed, page = set(), 1
while True:
res = sa4s("GET", "/inventory/movements", params={"from": day, "order": "asc", "page": page, "pageSize": 200})
for m in res["items"]:
if m["id"] not in seen:
seen.add(m["id"])
changed.add((m["productId"], m["warehouseId"]))
if page * res["pageSize"] >= res["total"]:
return changed
page += 1

PHP

<?php
function movements_since(string $day, array &$seen): array
{
$changed = [];
for ($page = 1; ; $page++) {
$res = sads('GET', '/inventory/movements?' . http_build_query(['from' => $day, 'order' => 'asc', 'page' =>
$page, 'pageSize' => 200]));
foreach ($res['items'] as $m) {
if (isset($seen[$m['id']])) continue;
$seen[$m['id']] = true;
$changed["{$m[ 'productId']}:{$m[ 'warehouseId']}"] = true;
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}

if ($page * $res['pageSize'] >= $res['total']) return array_keys($changed);

200 OK (abridged)

"items": [
{

"id": "3002b923-48af-4d7a-b5b3-325a4fbaec75",
"createdAt": "2026-10-06T17:01:02.058Z",
"type": "PURCHASE_RECEIPT",
"warehouseId": "lae3935b-6fae-4c7f-803a-bf405dbcoead”,
"productId": "51f771bf-cfb5-4814-8e79-55b990be69c9",
"product": { "sku

"batchId": null,

"qtyChange": "480",

"balanceAfter": "480",

"refType": "PURCHASE_INVOICE",

"refId": "274f3053-5728-4d84-931f-a42ef0@ebdc55",

"note": "PI-2026-000001",

"unitCost": "0.6",

"value": "288.00"

})

"id": "16d83e5d-d936-4dff-a48a-b2e059637c92",
"createdAt": "2026-10-06T17:01:03.681Z",
"type": "SALE",
"warehouseId": "1ae3935b-6fae-4c7f-803a-bf405dbcoead”,
"productId": "6fe0@f6fa-ed4d-4c4b-81ca-c8095504658f",
"gqtyChange": "-1",
"balanceAfter": "41",
"refType": "SALES_INVOICE",
"refId": "015727de-9146-41eb-839b-fd477dc9e9a8",
"note": "INV-2026-000006",
"unitCost": "28",
"value": "-28.00"
¥

1,

"total": 8,

"page": 1,

"pageSize": 200

https://erp.sads.com
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": "SKU-2026-000001", "nameAr": " Jo 330 diies olw", "nameEn": "Mineral water 330 ml" },
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curl

# only the reports this key may run, with their filters and columns
curl "https://erp.sads.com/api/vl/reports" -H "Authorization: Bearer $SA4S_API_KEY"

JavaScript

const { items } = await sa4s('GET', '/reports');
console.log(items.map((r) => “${r.name}: ${r.filters.map((f) => f.name).join(', ")} ));

Python

for r in sa4s("GET", "/reports")["items"]:
print(r["name"], [f["name"] for f in r["filters"]])

PHP
<?php
foreach (sa4s('GET', '/reports')['items'] as $r) echo $r['name'], PHP_EOL;

200 OK (abridged)

"groups": [
{ "key": "sales", "labelAr": "wleudl", "labelEn": "Sales", "reports": ["sales-daily", "sales-monthly", "sales-by-
product”] }

1,
"items": [
{
"name": "sales-daily",
"group": "sales",

"titleAr": "dwgdl wleuwdl",
"titleEn": "Daily sales”,
"permissions": ["reports:view", "sales.invoice:view"],
"paginated": true,
"dateMode": "range",
"defaultSort": { "key": "date", "order": "asc" },
"filters": [ { "name": "dateFrom", "type": "date", "labelAr": "&,U0 (»", "labelEn": "From date" }, { "name":
"dateTo", "type": "date" }, { "name": "branchId", "type": "uuid" } 1,
"columns": [ { "key": "date", "labelAr": "&)ll", "labelEn": "Date", "type": "date" } ],
"formats": ["json", "csv", "xlsx", "pdf"]
¥

1,

"canExport": true,

"canSeeCost": true
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warehouseId g branchId g period g asOf g dateTo g dateFrom ) &l l=wiye o GET /reports/{name}

(09 . reports:export g¢ﬂ1§9iﬂn pdf QT x1lsx QT format=csv Jusg.(500 @ pageSize g page g ... customerId g
sales-by-payment-method g sales-by-customer g sales-by-product g sales-monthly g sales-daily :dsliall claw¥l
purchases-by-g9 expiring-batches g low-stock g stock-movement g stock-balance g product-profitability g

. cash-flow g trial-balance g balance-sheet g profit-loss g receivables-aging g customer-balances g supplier
curl

curl "https://erp.sads.com/api/vl/reports/sales-daily?dateFrom=2026-10-01&dateT0=2026-10-31" \
-H "Authorization: Bearer $SA4S_API_KEY"

# the same report as a file (needs reports:export): format=csv | xlsx | pdf, Lang=ar | en | both

curl "https://erp.sads.com/api/vl/reports/sales-daily?dateFrom=2026-10-01&dateT0=2026-10-31&format=x1sx&lang=en" \
-H "Authorization: Bearer $SA4S_API_KEY" -o sales-october.xlsx

JavaScript

const r = await sa4s('GET', '/reports/sales-daily?dateFrom=2026-10-01&dateTo=2026-10-31");
for (const row of r.rows) console.log(row.date, row.invoices, row.netSales, row.vat, row.total);
console.log('month total', r.totals.total);

Python

r = sa4s("GET", "/reports/stock-balance", params={"warehouseId": WAREHOUSE_ID, "status": "low", "pageSize": 500})
for row in r["rows"]:
print(row["sku"], row["onHand"], row["minStock"])

PHP

<?php

$r = sads('GET', '/reports/sales-by-product?' . http_build_query(['dateFrom' => '2026-10-01', 'dateTo' => '2026-10-
31'D);

foreach ($r['rows'] as $row) echo json_encode($row, JISON_UNESCAPED_UNICODE), "\n";

200 OK (abridged)

"report": { "name": "sales-daily", "group": "sales", "titleAr": "dwgdl wleudl", "titleEn": "Daily sales" },
"filters": { "dateFrom": "2026-10-01", "dateTo": "2026-10-31", "branchId": null, "warehouseId": null },
"currency": "SAR",

"generatedAt": "2026-10-06T17:01:03.1127",

"columns": [ { "key": "date", "labelAr": "&)uI", "labelEn": "Date", "type": "date" } ],

"rows": [

{ "date": "2026-10-06", "invoices": 4, "creditNotes": @, "quantity": "254", "grossSales": "511.08", "returns":
"0.00", "netSales": "511.08", "vat": "76.67", "total": "587.75", "cost": "343.60", "profit": "167.48", "marginPercent":
"32.77" }

1,
"totals": { "invoices": 4, "netSales": "511.08", "vat": "76.67", "total": "587.75", "profit": "167.48" },
"summary": { "netSales": "511.08", "total": "587.75", "invoices": 4, "creditNotes": 0 },

"page": 1,
"pageSize": 50,
"total": 1,
"pages": 1
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Unix Jlgb dgl=all odo cudg X-SA4S-Timestamp

Olgiell jw pliday timestamp + "." + Al @zl Jd) pie cudl HMAC-SHA256 m)zui.cgua sha256= X-SA4S-Signature

dislodl sie dzlgll e Jalsdl Yol calblg L] il ] dabailll el liss M6 o Jomudl (10 880 i) go wldgeall data Jasy
ol Al Belyd 0l laga il OIS Olg ol SUL yilin pé dedlaall Jam! — Loy i Juas a8g JB3I e daslg 830 lasill @l

HTTP

POST /sa4s/webhooks HTTP/1.1

Host: shop.example.com

Content-Type: application/json

User-Agent: SA4S-Webhooks/1.0

X-SA4S-Event: invoice.issued

X-SA4S-Delivery: 2a695809-856b-43c4-ae7e-ba876cb@5daf

X-SA4S-Timestamp: 1791305956

X-SA4S-Signature: sha256=bf28b879951e61d1a313f917e5f07f7bdd884e7e98c46620c724a639165F3cd5

{"1d":"2a695809-856b-43c4-ae7e-ba876cbB5daf", "event":"invoice.issued", "createdAt":"2026-10-06T17:01:03.5517", "data":
{-}}
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Glasl dasld

data S ol
invoice dhdlg invoiceld 2 gl Sl leus] of wlewe 8,936 wino invoice.issued
invoice dhdlg invoiceld 8)3ad wlowa §)55l9 uusﬁ invoice.cancelled

amount / invoiceld g direction g paymentId E;dfgi—nygalgésgfhhAskJnquéLLA& payment.recorded
payment dhdlg )b, Lis-¥l ( cancelled: true)
onHand ) balance g warehouseld g productId &sghungggpxalngbﬂlagﬁﬂlcUﬁﬂ stock.changed

( reserved g
invoice dhdlg status g invoiceld diJl g 8ygilall dl> wopiei zatca.status

triggeredBy g endpointId g message pladl § gz Jlu)l cwibss webhook . test

invoice.issued

"id": "2a695809-856b-43c4-ae7e-ba876cb05daft",
"event": "invoice.issued",
"createdAt": "2026-10-06T17:01:03.5517",
"data": {
"invoiceId": "aafe@8be-d24b-47a4-9058-61fce56397b6",
"invoice": {
"id": "aafe@8be-d24b-47a4-9058-61fce56397b6",
"number": "INV-2026-000005",
"type": "SIMPLIFIED",
"status": "ISSUED",
"paymentStatus": "PAID",
"customerId": null,
"branchId": "73afa37e-46d6-4c51-9a13-549d92cad970",
"issueDate": "2026-10-06T717:01:03.475Z",
"total": "40"

invoice.cancelled

"id": "57109e0d-53a4-463e-816b-59fc33dalf36",
"event": "invoice.cancelled",
"createdAt": "2026-10-06T17:01:03.787Z2",
"data": {
"invoiceId": "@15727de-9146-41eb-839b-fd477dc9e9a8",
"invoice": {
"id": "@15727de-9146-41eb-839b-fd477dc9e9a8",
"number": "INV-2026-000006",
"type": "SIMPLIFIED",
"status": "CANCELLED",
"paymentStatus": "UNPAID",
"customerId": "b4382d00-46be-436d-af45-c3dcd8b0222c",
"branchId": "73afa37e-46d6-4c51-9a13-549d92cad970",
"issueDate": "2026-10-06T17:01:03.635Z",
"total": "40"
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payment.recorded

"id": "c6ff3cf3-3f1lb-4564-bcb7-91181e19eece”,
"event": "payment.recorded",
"createdAt": "2026-10-06T17:01:03.5517",
"data": {
"paymentId”: "1662f93b-01fc-4abc-a45d-96aeda8d6f60",
"direction": "IN",
"invoiceId": "aafe@8be-d24b-47a4-9058-61fce56397b6",
"amount": "40",
"payment": {
"id": "1662f93b-01fc-4abc-a45d-96aeda8d6f60",
"number": "RCV-2026-000006",
"direction": "IN",
"partyType": "CUSTOMER",
"partyId": null,
"method": "CASH",
"amount": "40",
"date": "2026-10-06T17:01:03.5182",
"reference": null

stock.changed

"id": "48fb6802-8ac4-47f7-87de-b2483fdoel9b",

"event": "stock.changed",

"createdAt": "2026-10-06T17:01:03.5527",

"data": {
"productId”: "6fe0@f6fa-ed4d-4c4b-81ca-c8095504658f",
"warehouseId": "l1ae3935b-6fae-4c7f-803a-bf405dbcoead"”,
"balance": { "onHand": "42", "reserved": "0" }

=)

(dusgi obisl @dll) status 8agdsdl A=l o dndi invoice.issued JSuiu zatca.status dgas

zatca.status

"id": "@d3clf7e-5b52-4c8a-9a51-3f8f1d3e2bl10",
"event": "zatca.status",
"createdAt": "2026-10-06T17:17:12.410Z",
"data": {
"invoiceId": "442ea37d-b9ac-4535-b726-b3ad69832afe",
"status": "REPORTED",
"invoice": {
"id": "442ea37d-b9ac-4535-b726-b3ad69832afe",
"number": "INV-2026-000007",
"type": "SIMPLIFIED",
"status": "ISSUED",
"paymentStatus": "PAID",
"customerId": null,
"branchId": "73afa37e-46d6-4c51-9a13-549d92cad970",
"issueDate": "2026-10-06T17:17:09.161Z",
"total": "46.9"
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3

webhook.test

"id": "7a8dad24-9ac7-48d7-82d3-62b396f7bdbf",

"event": "webhook.test",

"createdAt": "2026-10-06T16:59:16.516Z",

"data": { "message": "This is a test delivery from SA4S", "endpointId": "b07d0348-c275-41e7-8lae-831247444200",
"triggeredBy": "Owner" }

}
&_&_Sgim C),Q o o .”
ol gop 0)l8g . 2ubgill dudyg LI é) dlles 8sle] @f ISON Julonid — Lialicel GI alidl il e HMAC (sl
Node.js

import { createHmac, timingSafeEqual } from 'node:crypto’;

/** rawBody: the exact bytes received (Buffer) — never a re-serialised JSON object */
export function verifySa4s(headers, rawBody, secret, toleranceSec = 300) {
const ts = headers['x-sads-timestamp'];
const given = String(headers['x-sads-signature'] ?? '');
if (!ts || Math.abs(Date.now() / 1000 - Number(ts)) > toleranceSec) return false; // replay window
const expected = 'sha256=' + createHmac('sha256', secret).update( ${ts}. ).update(rawBody).digest('hex"');
return given.length === expected.length && timingSafeEqual(Buffer.from(given), Buffer.from(expected));

Python
import hashlib, hmac, time

def verify_sa4s(headers, raw_body: bytes, secret: str, tolerance=300) -> bool:
ts = headers.get("X-SA4S-Timestamp", "")
if not ts.isdigit() or abs(time.time() - int(ts)) > tolerance:
return False
expected = "sha256=" + hmac.new(secret.encode(), ts.encode() + b"." + raw_body, hashlib.sha256).hexdigest()
return hmac.compare_digest(expected, headers.get("X-SA4S-Signature”, ""))

PHP

<?php
function verify_sads(string $rawBody, string $secret, int $tolerance = 300): bool
{
$ts = $_SERVER[ 'HTTP_X_SA4S_TIMESTAMP'] ?? '';
if (!ctype_digit($ts) || abs(time() - (int) $ts) > $tolerance) return false;
$expected = 'sha256=' . hash_hmac('sha256"', $ts . '.' . $rawBody, $secret);
return hash_equals($expected, $_SERVER['HTTP_X_SA4S_SIGNATURE'] ?? '');

$raw = file_get_contents('php://input');
if (lverify_sa4s($raw, getenv('SA4S_WEBHOOK_SECRET'))) { http_response_code(401); exit; }
$event = json_decode($raw, true);

C#

using System.Security.Cryptography;
using System.Text;

static bool VerifySa4s(HttpRequest req, byte[] rawBody, string secret, int toleranceSec = 300)

{
string ts = req.Headers["X-SA4S-Timestamp"].ToString();
if (!long.TryParse(ts, out var unix) || Math.Abs(DateTimeOffset.UtcNow.ToUnixTimeSeconds() - unix) > toleranceSec)
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return false;
using var hmac = new HMACSHA256(Encoding.UTF8.GetBytes(secret));
byte[] signed = [.. Encoding.UTF8.GetBytes(ts + "."), .. rawBody];
string expected = "sha256=" + Convert.ToHexString(hmac.ComputeHash(signed)).ToLowerInvariant();
return CryptographicOperations.FixedTimeEquals(Encoding.UTF8.GetBytes(expected),
Encoding.UTF8.GetBytes(req.Headers["X-SA4S-Signature"].ToString()));

}

Java

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.util.HexFormat;

static boolean verifySa4s(String timestamp, String signature, byte[] rawBody, String secret) throws Exception {

if (timestamp == null || !timestamp.matches("\\d+")) return false;

if (Math.abs(System.currentTimeMillis() / 1000 - Long.parselLong(timestamp)) > 300) return false;

Mac mac = Mac.getInstance("HmacSHA256");

mac.init(new SecretKeySpec(secret.getBytes(StandardCharsets.UTF_8), "HmacSHA256"));

mac.update((timestamp + ".").getBytes(StandardCharsets.UTF_8));

String expected = "sha256=" + HexFormat.of().formatHex(mac.doFinal(rawBody));

return signature != null && MessageDigest.isEqual(expected.getBytes(StandardCharsets.UTF_8),
signature.getBytes(StandardCharsets.UTF_8));

}

Go

import (
"crypto/hmac”
"crypto/sha256"
"encoding/hex"
"math"
"net/http"
"strconv”
"time"

)

func VerifySa4s(r *http.Request, rawBody []byte, secret string) bool {
ts := r.Header.Get("X-SA4S-Timestamp")
unix, err := strconv.ParseInt(ts, 10, 64)
if err != nil || math.Abs(float64(time.Now().Unix()-unix)) > 300 {
return false
}
mac := hmac.New(sha256.New, []byte(secret))
mac.Write([]byte(ts + "."))
mac.Write(rawBody)
expected := "sha256=" + hex.EncodeToString(mac.Sum(nil))
return hmac.Equal([]byte(expected), []byte(r.Header.Get("X-SA4S-Signature")))
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Node.js (Express)

i
i

C
C

a

¥

a

}

a

mport express from 'express';
mport { verifySa4s } from './verify.mjs';

onst app = express();
onst seen = new Set(); // use your DB (unique index on the delivery id) in production

pp.post('/sa4s/webhooks', express.raw({ type: 'application/json' }), (req, res) => {

if (!verifySa4s(req.headers, req.body, process.env.SA4S_WEBHOOK_SECRET)) return res.sendStatus(401);
const delivery = req.get('X-SA4S-Delivery');

if (seen.has(delivery)) return res.sendStatus(200); // retries re-send the same delivery id
seen.add(delivery);

const event = JSON.parse(req.body.toString('utf8'));

queue.push(event); // answer within 10 s — do the real work asynchronously
res.sendStatus(204);

)5

sync function handle(event) {
switch (event.event) {

case 'invoice.issued': return onInvoice(event.data.invoiceld); // fetch GET /sales/invoices/{id} for
full details
case 'payment.recorded': return onPayment(event.data.paymentId, event.data.cancelled === true);
case 'stock.changed': return onStock(event.data.productId, event.data.warehouseId, event.data.balance);
case 'zatca.status': return onZatca(event.data.invoiceld, event.data.status);
default: return; // 1ignore unknown events (new ones may be added)
}
pp.listen(3000);

Python (Flask)

i

mport json, os

from flask import Flask, request

a
S

pp = Flask(__name__)
ECRET = os.environ["SA4S_WEBHOOK_SECRET"]

@app.post("/sads/webhooks™)

d

ef sads_webhook():
raw = request.get_data() # exact bytes
if not verify_sad4s(request.headers, raw, SECRET):
return "", 401
delivery = request.headers["X-SA4S-Delivery"]
if already_processed(delivery): # unique key in your DB
return "", 200
enqueue(json.loads(raw)) # process asynchronously, answer fast

mark_processed(delivery)
return "", 204

Lo L3l
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Shell

# 1) run your receiver Llocally
node receiver.mjs # Listens on http://localhost:3000/sa4s/webhooks

# 2) expose it over HTTPS with any tunnel you trust, e.g.
cloudflared tunnel --url http://localhost:3000
# > https://<random>.trycloudflare.com (use https://<random>.trycloudflare.com/sads/webhooks as the endpoint URL)

# 3) ERP » Settings -» API & Integrations - Webhooks - Send test: a signed "webhook.test" is delivered immediately

# 4) replay a captured body against your Llocal receiver with a fresh signature (no SA4S needed)
TS=$(date +%s)
BODY="{"id":"7a8dad24-9ac7-48d7-82d3-62b396f7bdbf", "event": "webhook.test","createdAt":"2026-10-
06T16:59:16.516Z","data": {}}"'
SIG=$(printf '%s.%s' "$TS" "$BODY" | openssl dgst -sha256 -hmac "$SA4S_WEBHOOK_SECRET" -hex | sed 's/~.* //')
curl -X POST http://localhost:3000/sads/webhooks -H "Content-Type: application/json" \

-H "X-SA4S-Event: webhook.test" -H "X-SA4S-Delivery: 7a8dad24-9ac7-48d7-82d3-62b396f7bdbf" \

-H "X-SA4S-Timestamp: $TS" -H "X-SA4S-Signature: sha256=$SIG" -d "$BODY"
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store "order paid" event

L map every line SKU -» SA4S productId GET /products/lookup?code={sku} (cached)

L. B2B order? find / create the customer GET /customers?search={vat} - POST /customers

L clientUuid = UUIDv5(store URL + order id) (same order - same key on every retry / duplicate event)

L draft invoice, server computes VAT POST /sales/invoices { pricesIncludeVat: true, clientUuid,
lines }

L compare draft.total with the store total (#0.05) — stop and flag the order when they differ

L issue + record the store payment POST /sales/invoices/{id}/issue { payments: [{ method: "CARD", amount:

draft.total }] }
L save invoice number / PDF on the order GET /sales/invoices/{id}/pdf
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JavaScript

// order-sync.mjs — paid store orders - issued SA4S invoices. Idempotent: safe to re-run for the same order.
import { createHash } from 'node:crypto’;
import { sa4s, SadsError } from './sads.mjs';

const SHOP = 'https://shop.example.com';
const SHIPPING_SKU = 'SRV-DELIVERY'; // a SERVICE product created once in SA4S for shipping fees
const URL_NAMESPACE = '6ba7b811-9dad-11d1-80b4-00c04fd430c8'; // RFC 4122

/** RFC 4122 version-5 UUID: deterministic, so the same order always maps to the same clientUuid */
export function uuidV5(name, namespace = URL_NAMESPACE) {
const h = createHash('shal').update(Buffer.from(namespace.replace(/-/g, ''), 'hex')).update(name, 'utf8').digest();
h[6] = (h[6] & @x0f) | ©x50;
h[8] = (h[8] & ox3f) | ox8e;
const x = h.subarray(@, 16).toString('hex');
return ~${x.slice(®, 8)}-${x.slice(8, 12)}-${x.slice(12, 16)}-${x.slice(16, 20)}-${x.slice(20)} ;

const productIds = new Map();
async function productIdOf(sku) {

if (!productIds.has(sku)) productIds.set(sku, (await sa4s('GET', " /products/lookup?
code=${encodeURIComponent(sku)} )).product.id);

return productIds.get(sku);

async function customerIdOf(billing) {
if (!billing.vatNumber) return undefined; // B2C » simplified invoice without a customer
const { items } = await sa4s('GET', ~/customers?search=${billing.vatNumber}&pageSize=5");
const found = items.find((c) => c.vatNumber === billing.vatNumber);
if (found) return found.id;
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return (await sa4s('POST', '/customers', {
type: 'COMPANY', name: billing.company, vatNumber: billing.vatNumber, phone: billing.phone, email: billing.email,
city: billing.city,
})).id;

export async function syncOrder(order) {
const clientUuid = uuidV5( ${SHOP}/orders/${order.id} );
const lines = [];
for (const item of order.items) {
// discounts need a permission API keys do not have: send the final (VAT-inclusive) unit price instead
lines.push({ productId: await productIdOf(item.sku), quantity: String(item.quantity), unitPrice:
item.finalUnitPrice, description: item.name });
}
if (Number(order.shippingTotal) > ©) lines.push({ productId: await productIdOf(SHIPPING_SKU), quantity: '1',
unitPrice: order.shippingTotal });
const customerId = await customerIdOf(order.billing);

const draft = await sad4s('POST', '/sales/invoices', {

type: customerId ? 'TAX' : 'SIMPLIFIED', customerId, pricesIncludeVat: true, clientUuid, notes: "Store order
#${order.number}", lines,
b
if (draft.status !== 'DRAFT') return draft; // issued by an earlier run (idempotent replay)

if (Math.abs(Number(draft.total) - Number(order.total)) > ©.05) {
throw new Error( order ${order.number}: SA4S total ${draft.total} # store total ${order.total} — check prices / VAT
categories’);
}

try {
return await sa4s('POST', " /sales/invoices/${draft.id}/issue’, { payments: [{ method: 'CARD', amount: draft.total,

reference: order.paymentId }] });
} catch (e) {
if (e instanceof SadsError && e.code === 'INVOICE_NOT_ISSUABLE') return sa4s('GET', " /sales/invoices/${draft.id} );
// a parallel run won
throw e;

Python

# order_sync.py — paid store orders - issued SA4S invoices (idempotent)
import uuid

from decimal import Decimal

from sa4s import sad4s, SadsError

SHOP = "https://shop.example.com"
SHIPPING_SKU = "SRV-DELIVERY"
_product_ids = {}

def product_id_of(sku):
if sku not in _product_ids:
_product_ids[sku] = sa4s("GET", "/products/lookup", params={"code": sku})["product"]["id"]
return _product_ids[sku]

def customer_id_of(billing):
vat = billing.get("vat_number™)
if not vat:
return None
found = [c for ¢ in sa4s("GET", "/customers", params={"search": vat, "pageSize": 5})["items"] if c["vatNumber"] ==
vat]
if found:
return found[@]["id"]
return sa4s("POST", "/customers", {"type": "COMPANY", "name": billing["company"], "vatNumber": vat, "phone":
billing["phone"1})["id"]

def sync_order(order):

https://erp.sads.com 71/78



1.1.0 ooyl dumapdl SALS dymlg — oy 8laall Jus

=)

client_uuid = str(uuid.uuid5(uuid.NAMESPACE_URL, f"{SHOP}/orders/{order['id"']}"))
lines = [{"productId": product_id_of(i["sku"]), "quantity": str(i["quantity"]), "unitPrice": i["final_unit_price"]}

for i in order["items"]]
if Decimal(order["shipping_total"]) > o:
lines.append({"productId": product_id_of(SHIPPING_SKU), "quantity": "1", "unitPrice": order["shipping_total"]})
customer_id = customer_id_of(order["billing"])
body = {"type": "TAX" if customer_id else "SIMPLIFIED", "pricesIncludeVat": True, "clientUuid": client_uuid,
"notes": f"Store order #{order['number']}", "lines": lines}
if customer_id:
body["customerId"] = customer_id
draft = sa4s("POST", "/sales/invoices", body)
if draft["status"] != "DRAFT":
return draft
if abs(Decimal(draft["total"]) - Decimal(order["total"])) > Decimal("0.05"):
raise ValueError(f"order {order['number']}: SA4S {draft['total']} != store {order['total']}")
try:
return sa4s("POST", f"/sales/invoices/{draft['id']}/issue",
{"payments": [{"method": "CARD", "amount": draft["total"], "reference": order["payment_id"]}]})
except Sa4sError as e:
if e.code == "INVOICE_NOT_ISSUABLE":
return sa4s("GET", f"/sales/invoices/{draft['id']}")
raise
PHP
<?php

// order-sync.php — paid store orders - issued SA4S invoices (idempotent)

require 'sa4s.php';

function uuid_v5(string $name, string $ns = '6ba7b811-9dad-11d1-80b4-00c04fd430c8"'): string

{

$h = shal(hex2bin(str_replace('-', '', $ns)) . $name);
$h = substr($h, @, 12) . '5' . substr($h, 13, 3) . dechex(hexdec($h[16]) & ©x3 | @x8) . substr($h, 17, 15);
return vsprintf('%s-%s-%s-%s-%s', [substr($h, @, 8), substr($h, 8, 4), substr($h, 12, 4), substr($h, 16, 4),

substr($h, 20, 12)1);

}

function sync_order(array $order): array

{

static $productIds = [];
$pid = function (string $sku) use (&$productIds) {
return $productIds[$sku] ??= sads('GET', '/products/lookup?code="' . urlencode($sku))[ 'product']['id'];
¥
$lines = array_map(fn ($i) => ['productId’' => $pid($i['sku']), 'quantity' => (string) $i['quantity'], 'unitPrice’

=> $i['final_unit_price']], $order['items']);

if ((float) $order['shipping_total']l > @) {
$lines[] = ['productId' => $pid('SRV-DELIVERY'), 'quantity' => '1', 'unitPrice' => $order['shipping_total']];
}
$draft = sads('POST', '/sales/invoices', [
"type' => 'SIMPLIFIED',
‘pricesIncludeVat’ => true,
'clientUuid' => uuid_v5("https://shop.example.com/orders/{$order['id']}"),
'notes' => "Store order #{$order['number']}",
'lines' => $lines,
D;
if ($draft['status’'] !== 'DRAFT') return $draft;
if (abs((float) $draft['total'] - (float) $order['total']) > 0.05) {
throw new RuntimeException("order {$order['number']}: SA4S {$draft['total']} != store {$order['total']}");
¥

try {
return sa4s('POST', "/sales/invoices/{$draft['id']}/issue"”, ['payments' => [['method' => 'CARD', 'amount' =>

$draft['total'], 'reference' => $order['payment_id']1]11]1);

} catch (Sa4sError $e) {
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Flow

A. first run / nightly GET /inventory/balances?warehouseId={wh}&pageSize=200 (all pages) - set every store quantity

by SKU

B. real time webhook stock.changed { productId, warehouseIld, balance.onHand, balance.reserved }
- available = onHand - reserved - update that one SKU

C. safety net (15 min) GET /inventory/movements?from={yesterday}&order=asc - products you have not seen
-» GET /inventory/products/{productId}/stock - update those SKUs

JavaScript

// stock-sync.mjs — keep store quantities equal to the SA4S "available" stock of one warehouse
import { sad4s } from './sads.mjs';

const WAREHOUSE_ID = process.env.SA4S_WAREHOUSE_ID;

const skuCache = new Map();

const skuOf = async (productId) => {
if (!skuCache.has(productId)) skuCache.set(productId, (await sa4s('GET', ~/products/${productId} )).sku);
return skuCache.get(productId);

¥

const toStoreQty = (decimal) => Math.max(®, Math.floor(Number(decimal))); // base units, never negative

// A) full sync
export async function fullSync(store) {
for (let page = 1; ; page++) {
const res = await sa4s('GET', ~/inventory/balances?
warehouseId=${WAREHOUSE_ID}&page=${page}&pageSize=200&sort=sku&order=asc™);
for (const row of res.items) await store.setQuantity(row.product.sku, toStoreQty(row.available));
if (page * res.pageSize >= res.total) break;

// B) webhook handler for stock.changed (see "Webhooks")
export async function onStockChanged(store, { productId, warehouseId, balance }) {
if (warehouseId !== WAREHOUSE_ID || !balance) return;
await store.setQuantity(await skuOf(productId), toStoreQty(Number(balance.onHand) - Number(balance.reserved)));

// C) reconciliation — catches anything a missed / delayed webhook did not deliver
export async function reconcile(store, seen = new Set()) {
const yesterday = new Intl.DateTimeFormat('en-CA', { timeZone: 'Asia/Riyadh' }).format(new Date(Date.now() -
86_400_000));
const touched = new Set();
for (let page = 1; ; page++) {
const res = await sa4s('GET', " /inventory/movements?
from=${yesterday}&warehouseId=${WAREHOUSE_ID}&order=asc&page=${page}&pageSize=200");
for (const m of res.items) if (!seen.has(m.id)) { seen.add(m.id); touched.add(m.productId); }
if (page * res.pageSize >= res.total) break;
}
for (const productId of touched) {
const s = await sad4s('GET', ~/inventory/products/${productId}/stock’);
const row = s.warehouses.find((w) => w.warehouseId === WAREHOUSE_ID);
await store.setQuantity(s.product.sku, toStoreQty(row?.available ?? '0'));
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Python

# stock_sync.py

import math, os

from datetime import datetime, timedelta
from zoneinfo import ZoneInfo

from sa4s import sads

WAREHOUSE_ID = os.environ["SA4S_WAREHOUSE_ID"]
to_store_qty = lambda d: max(@, math.floor(float(d)))

def full_sync(store):
page = 1
while True:
res = sa4s("GET", "/inventory/balances", params={"warehouseId": WAREHOUSE_ID, "page": page, "pageSize": 200,
"sort": "sku", "order": "asc"})
for row in res["items"]:
store.set_quantity(row["product"]["sku"], to_store_qty(row["available"]))
if page * res["pageSize"] >= res["total"]:

return
page += 1
def on_stock_changed(store, data): # webhook "stock.changed"
if data["warehouseId"] != WAREHOUSE_ID or "balance" not in data:
return

sku = sa4s("GET", f"/products/{data[ 'productId']}")["sku"]
store.set_quantity(sku, to_store_qty(float(data["balance"]["onHand"]) - float(data["balance"]["reserved"])))

def reconcile(store, seen):
yesterday = (datetime.now(ZoneInfo("Asia/Riyadh")) - timedelta(days=1)).strftime("%Y-%m-%d")
touched, page = set(), 1
while True:
res = sa4s("GET", "/inventory/movements", params={"from": yesterday, "warehouseId": WAREHOUSE_ID, "order":
"asc", "page": page, "pageSize": 200})
for m in res["items"]:
if m["id"] not in seen:
seen.add(m["id"])
touched.add(m[ "productId"])
if page * res["pageSize"] >= res["total"]:
break
page += 1
for product_id in touched:
s = sa4s("GET", f"/inventory/products/{product_id}/stock")
row = next((w for w in s["warehouses"] if w["warehouseId"] == WAREHOUSE_ID), {"available": "0"})
store.set_quantity(s["product"]["sku"], to_store_qty(row["available"]))

PHP

<?php
// stock-sync.php — webhook part (A and C work Like the JavaScript tab)
require 'sa4s.php';

$raw = file_get_contents('php://input');

if (lverify_sa4s($raw, getenv('SA4S_WEBHOOK_SECRET'))) { http_response_code(401); exit; }

$event = json_decode($raw, true);

if ($event['event'] === 'stock.changed' && $event['data']['warehouseld'] === getenv('SA4S_WAREHOUSE_ID')) {
$d = $event['data'];
$sku = sads('GET', "/products/{$d[ 'productId']}")['sku'];
$qty = max(@, (int) floor((float) $d[ 'balance']['onHand'] - (float) $d['balance’']['reserved']));
store_set_quantity($sku, $qty); // your store's API

}
http_response_code(204);
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